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2. Proposed Class Addressed 

Proposed Class 22: Vehicle Software —Security and Safety Research 

This proposed class would allow circumvention of TPMs protecting computer programs that 
control the functioning of a motorized land vehicle, [including programs that modify the code or 
data stored in such a vehicle and including compilations of data used in controlling or analyzing 
the functioning of such a vehicle,] for the purpose of researching the security or safety of such 
vehicles. Under the exemption as proposed, circumvention would be allowed when undertaken 
by or on behalf of the lawful owner of the vehicle [or computer to which the computer program 
or data compilation relates].1  

In addition to computer programs actually embedded or designed to be embedded in a motorized 
land vehicle, the exemption as proposed and discussed by EFF includes computer programs 
designed to modify the memory of embedded hardware. This comment uses the terms “vehicle 
firmware” or “vehicle software” interchangeably to refer to all the works falling within the 
proposed class. 

3. Overview  

It is not an infringement of copyright to engage in security and safety research. To the contrary, 
such research is a quintessential fair use and a public service. Small wonder, then, that opponents 
of the proposed exemption focus not on copyright law, but instead, in the words of Auto 
                                                
1 Brackets denote edits proposed by EFF. EFF’s comments with respect to Proposed Class 21 are incorporated by 
reference. 
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Alliance, on “‘non-copyright’ risks” of granting the proposed exemption.2 To the extent that 
these “non-copyright risks” are essentially the consequence of manufacturers facing criticism 
from independent researchers, they should not influence this proceeding. As for Opponents’ 
claims of safety and environmental risks, experts agree that independent security and safety 
research spurred by the proposed exemption will make vehicles more safe and more secure.  

Indeed, if Opponents were truly committed to auto safety, they would support these exemptions.  
A recent report issued by Senator Ed Markey makes clear “that there is a clear lack of 
appropriate security measures to protect drivers against hackers who may be able to take control 
of a vehicle or against those who may wish to collect and use personal driver information.”3 And 
vehicle security is “inconsistent and haphazard,”4 in no small part because manufacturers’ have 
dismissed vulnerabilities discovered by independent security researchers rather than committing 
to fix them.5 The Senator’s inquiry itself was prompted by the findings of independent 
researchers,6 which revealed that manufacturers had not only failed to secure their vehicles, but 
dismissed researchers’ warnings.7  

According to the Markey Report, auto manufacturers depend on a long-since discredited 
strategy: security by obscurity.8 But security experts agree that this is a dangerous approach.9 As 
Bruce Schneier has written: 

[O]bscurity leads to insecurity. When manufacturers are allowed to bar 
independent researchers from evaluating their products, they can get away with 
producing shoddy products. Again and again, we have seen manufacturers hide 
their insecure systems behind prohibitions designed to bar people from 
discovering exactly how insecure they really are.10  

                                                
2 In the matter of Exemption to Prohibition on Circumvention of Copyright Protection Systems for Access Control 
Technologies Under 17 U.S.C. 1201 Docket No. 2014-07, Comment of the Auto Alliance, 15  (“Auto Alliance 
Comment”) available at http://copyright.gov/1201/2015/comments-
032715/class%2022/Auto_Alliance_Class22_1201_2014.pdf. All links last visited April 30, 2015. 
3 Staff of Senator Edward J. Markey, Tracking and Hacking: Security & Privacy Gaps Put American Drivers at 
Risk 1 (February 2015) (“Markey Report”) available at http://www.markey.senate.gov/imo/media/doc/2015-02-
06_MarkeyReport-Tracking_Hacking_CarSecurity%202.pdf. 
4 Id. at 1, 5. 
5 See id. at 3. 
6 See id. at n.3 (citing Charlie Miller & Chris Valasek, Adventures in Automotive Networks and Control Units, 
available at http://illmatics.com/car_hacking.pdf (“Miller & Valasek”). 
7 See id. 
8 See id. at 6 (stating “Each manufacturer responded with descriptions of how they provide such software through 
authorized dealers with the appropriate tools,” and that “all the responses [of the manufacturers] were similar in that 
they presume a malicious actor could not access or acquire the technologies that mechanics have.”) 
9 In the matter of Exemption to Prohibition on Circumvention of Copyright Protection Systems for Access Control 
Technologies Under 17 U.S.C. 1201 Docket No. 2014-07, Comments of the Center for Democracy and Technology 
on Proposed Class 25, Appendix A: Statement on Legal Impediments to Security Research (“Statement on Legal 
Impediments”). 
10 See In the matter of Exemption to Prohibition on Circumvention of Copyright Protection Systems for Access 
Control Technologies Under 17 U.S.C. 1201 Docket No. 2014-07, Comment of Bruce Schneier on Proposed Class 
22 (May 1, 2015) (“Schneier Comment”). 
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Opponents suggest that there might be “black-hat” actors waiting to exploit flaws that security 
researchers identify,11 but that (incorrect) theory does not apply to safety research. When an 
independent researcher discovers a safety issue, such as programming errors that can cause 
unintended acceleration in specific circumstances,12 that discovery has nothing to do with the 
ability of malicious hackers to intrude into a vehicle’s computer systems. It is simply a defect 
that needs to be fixed, and the public is entitled to know of the risk they are facing and any other 
discoveries the researcher has made about how to minimize that risk. Manufacturers lose face as 
a result, or incur costs to fix the defect, but that is precisely why independent, disinterested 
research is so crucial to protect the public.  Manufacturers may be motivated to avoid finding 
flaws; independents researchers, by contrast, are motivated to find them. 

That aside, it is not for the Register of Copyrights or Librarian of Congress to make judgment 
calls about car safety policy. The central question for this proceeding should be whether the 
activities in question violate any copyright interest.   

As noted, opponents do not attempt to mount a serious challenge to the fair use status of the 
activities contemplated by the proposed exemption. Nor have they successfully rebutted EFF’s 
showing that that many uses within the proposed class are sheltered by Section 117. Vehicle 
owners own the software in their vehicles. With the exception of a handful of licenses relating to 
media and telematics systems in a few automobile models, the record shows that vehicle ECUs 
are conveyed to vehicle purchasers without any assertion that licensing terms apply.13 And even 
for the few ECUs purportedly covered by license agreements, vehicle purchasers have sufficient 
indicia of ownership that they can take advantage of the protections of Section 117 when using 
the software in the vehicles they have purchased.14 

That should be the end of the inquiry. Members of the public are adversely affected by the 
prohibition on circumvention, and the proposed uses are non-infringing. Granting the exemption 
would enhance research, criticism, the creation of new copyrighted works in the form of patched 
software and research papers, and would not cause harms cognizable by copyright law. The 
exemption should be granted. 

                                                
11 Significantly, Opponents are unable to provide any evidence to support this assertion. See Notice of Proposed 
Rulemaking, 79 Fed. Reg. 239, 73857 (Dec. 12, 2014) available at http://copyright.gov/fedreg/2014/79fr73856.pdf 
(stating “[i]n addressing factual matters, commenters should be aware that the Office favors specific, ‘‘real-world’’ 
examples supported by evidence over speculative, hypothetical observations”); see Schneier Comment. 
12See, e.g., Phil Baker, Software Bugs Found to be Cause of Toyota Acceleration Death, San Diego Source (Nov. 4, 
2013), http://www.sddt.com/commentary/article.cfm?Commentary_ID=140&SourceCode=20131104tbc&_t=Softw
are+bugs+found+to+be+cause+of+Toyota+acceleration+death;  
 Junko Yoshida, Honda Admits Software Problem, Recalls 175,000 Hybrids, EE Times (July 10, 2014 03:05 PM 
EDT), http://www.eetimes.com/document.asp?doc_id=1323061  (last visited Apr. 30, 2015); see also Michael Barr, 
Bookout v. Toyota: 2005 Camry L4 Software Analysis, 5, http://www.sddt.com/files/BARR-SLIDES.pdf).  
13 In the matter of Exemption to Prohibition on Circumvention of Copyright Protection Systems for Access Control 
Technologies Under 17 U.S.C. 1201 Docket No. 2014-07, Comment of the Electronic Frontier Foundation, 13 
(February 6, 2015) (“EFF Comment”) available at http://copyright.gov/1201/2015/comments-
020615/InitialComments_longform_EFF_Class22.pdf. 
14 Id. at 12-14. 
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4. Technological Protection Measures and Methods of Circumvention  

Proponents’ descriptions of the technologies that restrict access to vehicle software and the 
methods of circumventing them do not appear to be in dispute. Nor do opponents dispute that 
they may consider these technologies to be technological protection measures for the purposes of 
Section 1201. Researchers therefore need the legal clarity of an exemption affirming their right 
to circumvent these measures. 

5. Asserted Noninfringing Uses 

The proposed class relates to a variety of research activities that make use of vehicle software.15 
To the extent that these uses implicate copyright at all, they are noninfringing under the doctrine 
of fair use16 and by virtue of Section 117. 

A. Fair Use 

 The Purpose and Character of Security and Safety Research Favor Fair Use 1.

The security and safety research contemplated in the proposed class fall undeniably within the 
scope of uses contemplated by the fair use doctrine. Commentary and criticism of security flaws 
is in the public interest and weighs heavily in favor of a fair use finding.17 

No opponent has cited a single case to the contrary.  Instead, opponents repeat their claims that 
negative consequences would result from the proposed use. Tellingly, the negative consequences 
include “distribution of otherwise sensitive information relating to the ECUs that control vehicle 
functions,” and the theoretical consequence that “[t]his information can then easily be 
accessed.”18 Such information, of course, is not inherently copyrightable, and it is clear that John 
Deere is concerned about competitors accessing non-copyrightable information about vehicle 
software functionality.19 Indeed, the fact that TPMs restrict use of these non-copyrightable 
elements demonstrates one of the adverse impacts of 1201 that this exemption is needed to 

                                                
15 See id. 
16 See Recommendation of the Register of Copyrights in RM 2008-8, Rulemaking on Exemptions from Prohibition 
on Circumvention of Copyright Protection Systems for Access Control Technologies, 186 (June 11, 2010) (“2010 
Recommendation”), available at www.copyright.gov/1201/2010/initialed-registers-recommendation-june-11-
2010.pdf (stating, “[o]verall, the factors tend to strongly support a finding of fair use in this context. The socially 
productive purpose of investigating security and informing the public do not involve use of the creative aspects of 
the work and are unlikely to have an adverse effect on the market for or value of the copyrighted work itself”). 
17 See Online Policy Group v. Diebold, Inc., 337 F. Supp. 2d 1195, 1203 (N.D. Cal. 2004) (finding students’ 
publication of portion of voting machine manufacturer’s email archive to support public criticism of security 
problems in electronic voting machines a fair use); 2010 Recommendation at 184.   
18 In the matter of Exemption to Prohibition on Circumvention of Copyright Protection Systems for Access Control 
Technologies Under 17 U.S.C. 1201 Docket No. 2014-07 Comments of General Motors LLC on Proposed Class 22, 
11 (March 27, 2015) (“GM Comment”) available at http://copyright.gov/1201/2015/comments-
032715/class%2022/General_Motors_Class22_1201_2014.pdf. 
19 In the matter of Exemption to Prohibition on Circumvention of Copyright Protection Systems for Access Control 
Technologies Under 17 U.S.C. 1201 Docket No. 2014-07, Long Comment of John Deere on Proposed Class 22, 5 
(March 27, 2015) (“John Deere Comment”) available at http://copyright.gov/1201/2015/comments-
032715/class%2022/John_Deere_Class22_1201_2014.pdf. 
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address. As the Connectix court said, to lock up the very ideas embodied in the code, GM “must 
satisfy the more stringent standards of the patent laws.”20  

The Association of Global Automakers also asserts that “little utility could ever result from 
unbridled, private actions under the proposed exemption.”21 Yet it makes no attempt to rebut the 
mounting evidence to the contrary. Independent security researchers like Miller, Valasek, 
Kohno, Savage, and Koscher have been at the vanguard of the effort to protect the public.22 The 
manufacturers themselves, by contrast, refuse to take their work seriously, putting drivers at 
risk.23 Doubtless many of those drivers would find the research that can result from private 
action extremely worthwhile.  And even if it were true that more people would break non-
copyright laws and undermine vehicle security if the proposed exemption is granted – a claim 
that is not supported by the record – those types of uses (1) are not covered by the proposed 
exemption and (2) can be punished under those other laws. They have no bearing on the purpose 
and character of the research activities contemplated by the proposed class. 

Finally, Opponents focus on “harms” that they argue could theoretically result from widespread 
use of vehicles containing owners’ modifications. In particular, they worry that lack of 
standardization might make diagnosis and repair more difficult, though the record indicates this 
is not the case.24 These objections, too, are irrelevant to the purpose and character of the research 
activities at issue, and are discussed in detail below in the context of “Other Factors” that may be 
considered in the decision whether to grant an exemption.  

 The Nature of the Copyrighted Work Is Functional 2.

Opponent John Deere agrees that “vehicle software is to some degree functional in nature.”25 
The record is replete with examples of the functional nature of vehicle software. It is described 
as controlling engines, locks, and braking, among other functions. Opponents worry primarily 
about the information contained in vehicle software falling into the hands of competitors and 
third party software developers.26 And they warn repeatedly of the alleged functional 
consequences of tinkering with the software. 

Notably few are references to specific expressive elements of vehicle software. John Deere cites 
several allegedly expressive elements, namely the “operator-adjustable engine exhaust sound” of 

                                                
20 Sony Computer Entm't, Inc. v. Connectix Corp.,203 F.3d 596, 605 (9th Cir. 2000). 
21 In the matter of Exemption to Prohibition on Circumvention of Copyright Protection Systems for Access Control 
Technologies Under 17 U.S.C. 1201 Docket No. 2014-07, Comment of Association of Global Automakers, Inc. on 
Proposed Class 22, 4 (March 27, 2015) (“Global Automakers Comment”) 
http://copyright.gov/1201/2015/comments-
032715/class%2022/Association_of_Global_Automakers_Class22_1201_2014.pdf. 
22 Edward J. Markey, Letters to Automobile Manufacturers on Computer Security (Dec. 2, 2013), representative 
letter available at http://www.markey.senate.gov/documents/2013-12-2_GM.pdf. 
23 See Markey Report at 3. 
24 Appendix B, Statement of David Thawley at ¶11 (“Thawley Statement”). 
25 John Deere Comment at 7; see also Global Automakers Comment at 5 (acknowledging that “automotive software 
has practical uses.”). 
26 John Deere Comment at 5. 
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the 2013 Audi A7 and unspecified other settings present in the Lexus RC350.27 A review of the 
RC350 brochure cited by John Deere contains no functions more expressive than adjusting the 
volume of a warning chime. Finally, John Deere asserts that “[s]ome agricultural vehicles 
support the use of various creative software tools with imaginative interfaces or user-
configurable interfaces,” citing two examples.28 Display design is perhaps more expressive than 
most vehicle software, but it can hardly be characterized as anything but highly functional, 
displaying facts about the vehicle’s performance in a conventional manner. The record indicates 
that this is the apex of vehicle software expressiveness, reportedly present only in “some 
agricultural vehicles.” In light of these few, unpersuasive examples, the record is clear that the 
works in the proposed class are overwhelmingly functional.  

While code may include copyrighted expression, the ideas and functional aspects of code are not 
entitled to copyright protection.29 Neither are “program elements that are dictated by external 
factors such as ‘the mechanical specifications of the computer on which a particular program is 
intended to run’ or ‘widely accepted programming practices within the computer industry.’”30 
Opponents have not provided evidence to rebut the observation that their code is highly 
functional. To the contrary, they have argued that it operates under significant functional 
constraints as part of a highly interconnected mechanical system and in complying with 
“governmental rules and safety standards,”31 further reinforcing the conclusion that this factor 
weighs heavily in favor of fair use. 

Finally, John Deere argues that vehicle TPMs for in-vehicle entertainment systems restrict access 
to music and video.32 This is irrelevant to the question of whether the proposed uses are 
noninfringing, since the proposed uses relate to vehicle security and safety, and the proposed 
class of works is defined in terms of literary works and data compilations. The possibility of this 
form of infringement is, frankly, remote. It is so remote that music and video content 
associations did not choose to oppose the proposed class. 

It is precisely because of the functional nature of vehicle software that researchers need to 
analyze it. It is the functional aspects that implicate the security and safety of vehicles, a point 
that Opponents have not contested. As in the 2010 rulemaking, the “security research at issue 
here focuses on the functionality, rendering the creative aspects of the [works] irrelevant.”33 

This factor weighs in favor of fair use. 

 

 
                                                
27 John Deere Comment at 7. 
28 Id. at 4. 
29 Sony Computer Entertainment, Inc., v. Connectix Corp., 203 F.3d 596, 602 (9th Cir. 2000); Sega Enterprises Ltd. 
v. Accolade, Inc., 977 F.2d 1510, 1524 (9th Cir. 1992). 
30 Softel, Inc. v. Dragon Med. & Scientific Commc'ns, Inc., 118 F.3d 955, 963 (quoting Computer Assocs. Int'l, Inc. 
v. Altai, Inc., 982 F.2d 693, 709-10 (2d Cir.1992)). 
31 GM Comment at 12. 
32 John Deere Comment at 3, 7. 
33 2010 Recommendation at 185.   
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 The Amount Taken Is Appropriate 3.

The Association of Global Automakers concedes that “[i]n order to research and analyze 
automotive software, the copier must access and use a substantial amount of the copyrighted 
work.”34 Opponents claim that taking all or the “heart” of a work cannot be fair use or 
necessarily means this factor weighs against fair use.35  

However, this ignores half of the analysis: whether the amount taken is proportionate to the 
legitimate purpose of the user. Contrary to Opponents’ assertions, transformative fair uses often 
involve copying the “heart” or even the entirety of an original work when necessary for the 
intended use.36  

As EFF explained, researchers seeking flaws have a legitimate interest in checking the entirety of 
the code. Similarly, if they are looking for a fix to the bug, they have a legitimate interest in 
creating a patched version to test, even if it remains unchanged from the original but for the bug 
fix.  

No opponent has even argued that it is disproportionate for researchers to use the entirety of the 
work. This factor supports a finding of fair use. 

 There Is No Negative Effect on the Market Cognizable by Copyright Law 4.

Vehicle security and safety research does not cause market harm. Opponents broadly speculate 
that granting the exemption might create inadvertent risks to safety, security, and regulatory 
compliance,37 but these are not the types of harms that copyright law is intended to address:  

The fourth factor is aimed at the copier who attempts to usurp the demand for 
the original work. The copyright laws are intended to prevent copiers from 
taking the owner's intellectual property, and are not aimed at recompensing 
damages which may flow indirectly from copying.38 

Thus, the speculative harms suggested by suggested by the Opponents have no bearing on the 
fourth fair use factor. Critical transformative uses rarely—if ever—usurp the demand for the 

                                                
34 Global Automakers Comment at 6. 
35 Id. 
36 Campbell v. Acuff-Rose Music, Inc., 510 U.S. 569, 588 (1993); see also Kelly v. Arriba Soft Corp., 336 F.3d 811, 
820-21 (9th Cir. 2002); Mattel, Inc. v. Walking Mountain Prod., 353 F.3d 792, 803 n.8 (9th Cir. 2003) (“entire 
verbatim reproductions are justifiable where the purpose of the work differs from the original.”). 
37 See, e.g., GM Comment at 13. 
38 Consumers Union of the United States, Inc. v. General Signal Corp., 724 F.2d 1044, 1050 (2d Cir. 1983) (internal 
citations omitted); see also Lexmark Int'l, Inc. v. Static Control Components, Inc., 387 F.3d 522, 545 (6th Cir. 2004) 
(“Lexmark's market for its toner cartridges . . . may well be diminished by [defendant’s] SMARTEK chip [which 
contained Lexmark’s copyrighted software], but that is not the sort of market or value that copyright law protects.”); 
Sony Computer Entm't, Inc. v. Connectix Corp., 203 F.3d 596, 607 (9th Cir. 2000) ( “Sony understandably seeks 
control over the market for devices that play games Sony produces or licenses. The copyright law, however, does 
not confer such a monopoly.”); see also 2010 Recommendation at 186 (“To the extent that the research results in 
unfavorable or critical findings, any resulting harm to the market for that work would not be relevant harm to 
Section 106 rights.”). 
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original work.39 As in the 2010 Rulemaking, “good faith research would be unlikely to adversely 
affect the potential market for or value of a work in a manner cognizable under the Copyright 
Act.”40 

The proposed uses do not threaten to usurp any market demand for copyrighted vehicle software. 
Auto Alliance admits that code “is produced for non-copyright related reasons.”41 It urges the 
Copyright Office to reject the proposed exemption on the basis of what it calls “‘non-copyright’ 
risks.”42 As this Office has recognized in the past, that is not the role of this rulemaking.43 As the 
term suggests, non-copyright issues are resolved through other laws by other agencies. 
Unsurprisingly, the specialized agencies that govern motor vehicle safety have not seen fit to ban 
independent security and safety research, which is robust and relied upon by at least 67% of 
Americans.44 The legal cloud cast by the DMCA should be lifted to allow this important research 
to go forward when it requires access to vehicle computers.45  

B. The Proposed Uses Are Noninfringing Under Section 117 

When people purchase their vehicles, they are entitled to access, copy, and modify vehicle 
firmware under Section 117 of the Copyright Act. Section 117(a) provides it is not an 
infringement for the owner of a copy of a computer program to make or authorize the making of 
another copy or adaption of the program when 1) the new copy or adaptation is made as an 
essential step in the utilization of the computer program in conjunction with a machine, or 2) the 
new copy or adaptation is created exclusively for archival purposes.  

Opponents make several arguments why Section 117(a) should not apply to vehicle firmware, 
but none are successful. 

 Under Vernor and Krause, Car Owners Have Ownership Over Most Copies of 1.
Computer Programs in Vehicles 

Opponents note, correctly, that Section 117(a) only applies when the “owner” of a copy of a 
computer program makes or authorizes the making of another copy or adaptation of that 
program. Contrary to Opponents’ assertions, however, the evidence suggests that vehicle owners 
are the “owners” of most, if not all, of the firmware in their vehicles. 

                                                
39 See Campbell, 510 U.S. at 591-92. 
40	  2010 Recommendation at 186.	  	  	  
41 Auto Alliance Comment at 15. 
42 Id. 
43 2010 Recommendation at 103. 
44 Jessica B. Cicchino, Consumer Response to Crash Test Ratings, 2 (2014) available at 
http://www.iihs.org/media/285ffd38-0f1c-44ba-
84ee233e904281f3/1352661877/Presentations/Consumer%20Response%20to%20Crash%20Test%20Ratings_Jessic
a%20Cicchino.pdf (67 percent of telephone survey respondents said vehicle safety ratings “had been useful to them 
in choosing a vehicle”). 
45 2010 Recommendation at 103 (noting that other agencies deal with non-copyright concerns, and any approach 
they take to permit circumvention is “futile” while the prohibition of Section 1201 is in place). 
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The holding of Vernor is that “a software user is a licensee rather than a owner of a copy where 
the copyright owner (1) specifies that the user is granted a license; (2) significantly restricts the 
user’s ability to transfer the software; and (3) imposes notable use restrictions [upon the user].”46  

Auto Alliance and General Motors (“GM”) note that EFF submitted evidence of a handful of end 
user license agreements concerning certain media and telematics ECUs in vehicles. They claim 
that this amounts to a broad concession that vehicle owners do not own the ECU firmware in 
their vehicles.47  

Opponents misconstrue EFF’s point. The licenses EFF cited are narrow agreements that cover 
particular ECUs within particular cars.  However, other ECUs are transferred without explicit 
licensing terms.48 These agreements do not apply to all vehicles, let alone all ECUs in all 
vehicles. And these agreements do not all meet the “licensee” standard in Vernor: they do not all 
characterize themselves as a grant of a license, nor do they all restrict the user’s ability to transfer 
the software to others.  

Importantly, no opponent of an exemption for Proposed Class 22 provided any evidence of 
additional, restrictive end user licenses that might cover other ECUs or vehicles.49 Vehicle 
manufacturers are in the best position to produce such evidence, so their inability to do so is 
telling.  

What is more, the analysis does not necessarily depend on Vernor.  There is a circuit split on the 
question of ownership, as the Second Circuit offered a very different analysis in Krause v. 
Titleserv.50Auto Alliance tries to factually distinguish Krause, but the court’s conclusion remains 
applicable here: formal title in a program copy is not required for § 117(a)’s affirmative defense. 
The relevant question is whether a party “exercises sufficient incidents of ownership over a copy 
of that program to be considered the owner[.]”51  

When a person buys a vehicle, they pay substantial consideration for the vehicle and all of its 
systems. The purchaser gains possession of the vehicle and the ECUs within it. The copies of the 
ECU firmware inside the vehicle are for the sole benefit of the vehicle owner. The purchaser 
may dispose of the vehicle along with the ECUs inside whenever the purchaser wishes. Vehicle 
manufacturers generally do not retain the right to repossess vehicle ECUs from their purchasers. 
Aside from a small number of narrow end user license agreements pertaining to media and 
telematics systems, there is no evidence in the record that manufacturers restrict the vehicle 
owner’s ability to transfer the firmware or impose notable restrictions upon the user of the 

                                                
46 Vernor v. Autodesk, Inc., 621 F.3d 1102, 1111 (9th Cir. 2010). Auto Alliance points out that EFF incorrectly 
stated the holding of Vernor in its opening comments. Auto Alliance Comment at 4. We regret the mistake. 
47 Auto Alliance Comment at 4; GM Comment at 9. 
48 EFF Comment at 13-14. 
49 John Deere provides evidence that some Mercedes-Benz vehicles include open-source software. John Deere 
Comments at 5. Such licenses obviously do not restrict access to the software so licensed at issue, being designed to 
enhance access and reuse. 
50 402 F.3d 119 (2d. Cir. 2005). 
51 Id. at 124.   
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firmware. Rather, it is customarily understood that vehicle owners are entitled to resell or destroy 
the copies of vehicle software residing in their vehicles. 

Thus, under both Krause and Vernor, the owner of a vehicle is generally the owner of the copy 
of ECU firmware within the vehicle. 

 Section 117(a)(1) Authorizes Users to Copy Vehicle Software For Use With 2.
Research Tools 

Section 117(a)(1) grants the owner of a copy of a computer program the right to make a copy or 
adapt a copy of that program where “such a new copy or adaptation is created as an essential step 
in the utilization of the computer program in conjunction with a machine, and [] is used in no 
other manner.”52  

As explained in EFF’s opening comment, making copies of vehicle firmware is an essential step 
in the process of reflashing or otherwise modifying an ECU.53 In order to understand the 
functionality of the code, one must make a copy of the firmware to use it in conjunction with a 
machine such as a commercial reflash tool or general-purpose computer on which the code will 
be analyzed for potential safety or security vulnerabilities.54  

Auto Alliance’s claim that Section 117(a)(1) does not authorize the utilization of the computer 
program in conjunction with “an entirely distinct and separate ‘machine’” finds no support in 
either case law or the statutory text.55 In fact, the text of Section 117(a)(1) says the new copy or 
adaptation must be created as an essential step in the utilization of the computer program in 
conjunction with “a machine” – there is no requirement that the machine must be the original 
machine that the computer program resided on.56  

General Motors suggests that “various safety, security and regulatory issues” do not make the 
software “helpful or worth using.”57 To the contrary, the modifications make the software helpful 
or worth using because they make it possible to understand the functionality of the code and 
make appropriate adjustments to ECUs in the interest of safety and security. 

 Section 117(a)(2) Authorizes Users to Copy Vehicle Software for Archival 3.
Purposes 

Section 117(a)(2) grants the owner of a copy of a computer program the right to copy or adapt a 
copy of the program “for archival purposes only,” and requires that “all archival copies are 
destroyed in the event that continued possession of the computer program should cease to be 
rightful.”58  

                                                
52 17 U.S.C. § 117(a)(1) (2012). 
53 EFF Comment at 15. 
54 Id.  
55 Auto Alliance Comment at 6.  
56See Krause, 402 F.3d at 125-26 (adaptation of a copy of a software program so that it can function on a new 
computer system is an “essential step”).  
57 GM Comment at 10. 
58 17 U.S.C. § 117(a)(2) (2012). 
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EFF has explained that Section 117(a)(2) permits the creation of backup copies to serve as a 
reference when modifications or experimentation are performed, and ensures that an ECU can be 
restored to its original state if necessary.59  

Auto Alliance argues that Section 117(a)(2) applies only to copies made to “guard against 
destruction or damage by mechanical or electrical failure,” and that an experimental firmware 
modification that goes awry does not qualify.60  

As an initial matter, a firmware modification that fails due to experimentation may result in 
“destruction or damage by mechanical or electrical failure.” A backup copy created to protect 
against that possibility is an archival copy even according to Auto Alliance’s position. 

More importantly, however, Section 117(a)(2) is not confined to copies made to “guard against 
destruction or damage by mechanical or electrical failure.” According to the National 
Commission on New Technological Uses of Copyrighted Works report that led to the drafting of 
Section 117: 

One who rightfully possesses a copy of a program. . . . should be provided with 
a legal right to copy it to that extent which will permit its use by that possessor. 
This would include the right to load it into a computer and to prepare archival 
copies of it to guard against destruction or damage by mechanical failure.61  

Indeed, the owner of a program has the right to make an archival copy “in order to guard 
against all types of risks, including physical and human mishap as well as mechanical and 
electrical failure.”62 And as Krause noted, “it seems anomalous for a user whose degree of 
ownership of a copy is so complete that he may lawfully use it and keep it forever . . . to be 
nonetheless unauthorized to fix it when it develops a bug, or to make an archival copy as backup 
security.”63  

6. Asserted Adverse Effects 

A. The Prohibition on Circumvention Threatens Essential Research 

 The Value of Circumvention-Based Independent Research on Vehicles Has 1.
Been Repeatedly Proven 

Automotive security research is a textbook example of the value of independent inquiry into 
computer systems. As experts in the field, independent security and safety researchers are the 
vanguard discovering critical new security threats, sometimes in systems nobody else is paying 
attention to at the time they begin their investigations. Their discoveries, in turn, are crucial to 
consumer safety. 

                                                
59 EFF Comment at 16. 
60 Auto Alliance Comment at 6 (citing Atari, Inc. v. JS & A Group, Inc., 597 F. Supp. 5, 9 (N.D. Ill. 1983)). 
61 Final Report of the National Commission on New Technological Uses of Copyrighted Works (“CONTU Report”) 
at 13 (1978) available at http://digital-law-online.info/CONTU/PDF/Chapter3.pdf. 
62 Vault Corp. v. V. Quaid Software Ltd., 847 F.2d 255, 267 (5th Cir. 1988) (emphasis in original). 
63 Krause, 402 F.3d at 123. 
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Academic researchers have been examining the computer systems in cars since at least 2010.64 
Building on those efforts, Dr. Charlie Miller and Chris Valasek helped to draw more mainstream 
attention to this field of study in their 2013-14 presentations at the DEF CON and Black Hat 
conferences.65 Miller and Valasek describe at length how they circumvented technological 
restrictions on accessing ECU software.66 A research team at University of Washington and 
University of California San Diego also engaged in extensive investigations that required them 
“to defeat the ECU’s anti-circumvention mechanism (typically a key/seed challenge response 
protocol).67 In their first paper, the team described how they “reverse engineered the telematics 
ECU update code to implement the CAN bridging and code wiping attacks (in sections VI.B and 
C of the paper).”68 They also authored a second paper focusing on remote exploits, which “was 
entirely based on reverse engineering of ECU firmware and involved debugging quite a few 
ECUs,” and whose results “would have been impossible to achieve any other way.”69 

The vulnerabilities these investigators discovered were shockingly basic as far as computer 
experts were concerned. UCSD Professor Stephan Savage explains in his statement: 

[B]efore our work the appreciation of software security issues in the automotive 
industry was quite poor.  Indeed, the kinds of vulnerabilities we found 
specifically spoke to the lack of security development techniques (e.g., fuzz 
testing, static analysis) and mitigation strategies (e.g., stack cookies, address 
space layout randomization) in practice. We found vulnerabilities (e.g., strcpy-
based buffer overflows on the stack) that have not been found in commercial 
desktop software in many years precisely because it is well understood that such 
programming constructs are dangerous. … Software security was not a major 
priority and many security techniques that are standard in the PC world were 
not being widely practiced in the design of automotive software until after our 
work was published.70 

In large part due to the findings of these researchers and the popular awareness they have raised, 
the automotive industry has begun to make information security a priority in recent years.71  

                                                
64 See, e.g., Karl Koscher, et al., Experimental Security Analysis of a Modern Automobile, CENTER FOR 
AUTOMOTIVE EMBEDDED SYSTEMS 2010 IEEE Symposium on Security and Privacy 5 (May 16, 2010) 
(“Koscher”), http://www.autosec.org/pubs/cars-oakland2010.pdf.   
65 Kelly Jackson Higgins, The World’s Most Hackable Cars, DARK READING (Aug. 2, 2014), 
http://www.darkreading.com/vulnerabilities---threats/advanced-threats/the-worlds-most-hackable-cars/d/d-
id/1297753. 
66 See generally Miller & Valasek, Charlie Miller & Chris Valasek, Adventures in Automotive Networks and Control 
Units 15, http://illmatics.com/car_hacking.pdf.  
67 Appendix A, Statement of Prof. Stefan Savage (“Savage Statement”). 
68 Savage Statement; see also Koscher, et. al, supra. 
69 Savage Statement; see also Stephen Checkoway, et al., Comprehensive Experimental Analysis of Automotive 
Attack Surfaces, USENIX Security (August 10 –12, 2011), http://www.autosec.org/pubs/cars-usenixsec2011.pdf.  
70 Savage Statement. 
71 See, e.g., Danny Yadron, Tesla Recruits Hackers to Boost Vehicle Security, Computerworld (Aug. 26, 2014), 
http://www.computerworld.com/article/2597937/security0/tesla-recruits-hackers-to-boost-vehicle-security.html; Jim 
Finkle and Bernie Woodall, General Motors Appoints Its First Product Cybersecurity Chief, Reuters (Sept. 23, 
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But these research findings also suggest that manufacturers need to do more, which is why 
Senator Markey recently demanded answers of auto manufacturers regarding the shoddy security 
of computerized vehicles.72 Upon looking into the issue, based on manufacturers’ own responses, 
the Senator and his auto security experts concluded that “[s]ecurity measures to prevent remote 
access to vehicle electronics are inconsistent and haphazard across all automobile manufacturers, 
and many manufacturers did not seem to understand the questions posed by Senator Markey.”73  

Without the efforts of independent researchers and the publication of their results, manufacturers 
may never have recognized the critical need to address information security at all. It is 
understandable that they wish to keep their code secret, given the embarrassment they have 
suffered from outside research, but the public cannot afford for them to do so, and there is no 
basis in copyright law for them to restrict noninfringing research and criticism of the type 
contemplated in the proposed class. 

The importance of independent security research is underscored by the unfortunate fact that, 
because security researchers are often the first to identify security issues in systems nobody else 
is focusing on, their findings may initially be marginalized or rejected. 

For example, when Miller and Valasek first presented their automotive security research at the 
DEF CON hacker convention in 2013, they “didn’t get much response from Ford or Toyota, 
despite providing the carmakers with their white paper on their research and reaching out to the 
companies.”74  

Miller and Valasek presented another round of automotive security research at the Black Hat 
USA conference the following year, but again “didn't get much response from Ford and Toyota 
after providing the carmakers with detailed documentation of their findings[.]”75  

The Alliance of Automobile Manufacturers and the Association of Global Automakers 
announced plans for a voluntary mechanism to share information about security vulnerabilities 
last year.76 Yet Miller and Valasek were not included in this effort: 

Miller says he and Valasek were not part of the discussions that apparently led 
up to the plans for intelligence- and threat-sharing in the auto industry. 
“Anything that helps shed light on the security issues in the auto industry is nice 
although I think, as a researcher, the problem isn't in sharing our research but 

                                                                                                                                                       

2014), http://www.reuters.com/article/2014/09/23/us-gm-cybersecurity-idUSKCN0HI2M020140923; Ford CEO: 
Hackers Test Our Cars for Vulnerabilities, CNN Money (Jan. 16, 2015), 
http://money.cnn.com/video/news/2015/01/16/ford-ceo-mark-fields-data-privacy.cnnmoney/index.html.  
72 See Markey Report at 4. 
73 Id. at 3, 5. 
74 Kelly Jackson Higgins, Automobile Industry Accelerates Into Security, DARK READING (July 15, 2014) (“Higgins, 
July 2014”), http://www.darkreading.com/analytics/threat-intelligence/automobile-industry-accelerates-into-
security/d/d-id/1297313. 
75 Kelly Jackson Higgins, The World’s Most Hackable Cars, DARK READING (August 2, 2014), 
http://www.darkreading.com/vulnerabilities---threats/advanced-threats/the-worlds-most-hackable-cars/d/d-
id/1297753. 
76 Higgins, July 2014. 
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rather in getting manufacturers to make changes based on it,” Miller said in an 
email exchange. “We have had no problem getting our research out in the 
media, etc., but I don't necessarily think the industry has been particularly 
responsive to the changes we've suggested they take, or if they have been, they 
haven't included us in the discussion.  I tend to think the industry thinks they 
know what they are doing and don't necessarily need outside help from folks 
like us.”77 

While it is commendable that some automakers and industry associations are devoting more 
effort to securing automotive systems in the wake of independent researchers’ findings, Senator 
Markey’s survey suggests that security remains a major problem that has not been addressed 
systematically throughout the industry. For example, when Senator Markey asked whether car 
manufacturers engage third-party professionals to help test the security measures in their 
vehicles, seven companies reported that they did, while five companies reported that they do not, 
and four companies ignored the question altogether.78 But the importance of independent 
research is only growing; UCSD Professor Stefan Savage explains that “the role of the 
independent security researcher is more important today than when we performed our work, due 
to the array of market drivers that are leading the automotive industry to add increasing amounts 
of connected digital technology to their vehicles.”79 

 The Proposed Exemption Would Alleviate Adverse Effects on Safety and 2.
Security 

The type of research described above, which has benefitted millions,80 should not be limited to 
those with the willingness and backing to take legal risks. Yet the research community widely 
feels the chilling effects of Section 1201:  

The chilling effect of these barriers takes many forms:  Academic and other 
research institutions can be risk-averse, advising faculty and students to steer 
clear of research with unclear liability; faculty advise students to work in areas 
less fraught with potential legal and public-relations challenges; and peer review 
may look unfavorably upon researchers whose work treads too closely to legal 
lines. Funders may be reluctant to support certain kinds of research.  Academic 
publication venues are forced to wrestle with questions regarding the legality of 
research, despite its public value.  Papers have been both delayed and outright 
pulled due to court intervention, threats of suit by research subjects, and 
program committee concerns with potential liability exposure for the 
committee, the institution, or the venue.81 

                                                
77 Id.  
78 Markey Report at 6.   
79 Savage Statement. 
80 Savage Statement. 
81 Statement on Legal Impediments; see also Schneier Comment (“I know of many security researchers who have 
refrained from conducting important security research because they fear the DMCA. I know of even more security 
research where the results are not being published because the researchers fear the DMCA. All future security 
 



Page 15 of 22 

 

Senator Markey worked with auto security experts to evaluate manufacturers’ efforts and found 
that “for the most part these actions are insufficient to ensure security and privacy for vehicle 
consumers.” In other words, malicious hackers can already attack vehicles. As Bruce Schneier 
says in his comments, “The truth is that the bad guys conduct their own security research, and 
this rulemaking will have no effect one way or another on how much of that goes on. If the good 
guys are prohibited from conducting that same research, the bad guys win.”82 

In other words, “obscurity leads to insecurity. When manufacturers are allowed to bar 
independent researchers from evaluating their products, they can get away with producing 
shoddy products. Again and again, we have seen manufacturers hide their insecure systems 
behind prohibitions designed to bar people from discovering exactly how insecure they really 
are.”83 Opponents are asking the Librarian to bar noninfringing uses of their works in the name 
of a discredited and patently ineffective security model that leaves the public vulnerable.  

And it is not only bad actors who are free to investigate vehicle security unfettered by the 
DMCA. Independent vehicle security research on American vehicles is now taking place in 
China, where Chinese company Qihoo 360 won first place in a contest to find vulnerabilities in a 
Tesla vehicle.84 The contest was not approved by Tesla, but the company nonetheless benefited 
when Qihoo 360 reported the vulnerability so that it could be fixed. Qihoo 360 also informed the 
public that there was a risk. It appears that Tesla may have learned from this experience, since 
Forbes reports that Tesla is making a vehicle available for public hacking later this year, though 
at this time Tesla has not officially confirmed that it is involved.85  

Opponents claim that granting an exemption for Proposed Class 22 would somehow authorize 
imprudent or even illegal disclosure practices, though they fail to identify any laws that allegedly 
regulate disclosure of research findings.86 But the question of disclosure is simply beyond the 
scope of this rulemaking, which relates only to acts of circumvention defined in Section 
1201(a)(1)(A). To the extent that disclosure of information or release of circumvention tools 
constitute trafficking under other provisions of Section 1201, any exemption the Librarian grants 
cannot reach those activities.87  
 
Likewise, the security testing statutory exception in Section 1201(j) creates a carve-out only to 
the Section 1201(a)(1)(A) anti-circumvention prohibition. The security testing exception does 
contemplate consideration of the circumstances surrounding disclosure, specifically “whether the 
                                                                                                                                                       

research is harmed by this chilling effect.”); EFF Comment at 18 n. 127; Ishtiaq Rouf et al., Security and Privacy 
Vulnerabilities of InCar Wireless Networks: A Tire Pressure Monitoring System Case Study (Fig. 13), USENIX 
SECURITY 2010 12, http://ftp.cs e.sc.edu/reports/drafts/2010-002-tpms.pdf  (declining to identify the precise 
devices being investigated “to avoid legal issues.”). 
82 Schneier Comment. 
83 Id. 
84 Seth Rosenblatt, Chinese Hackers Take Command of Tesla Model S, CNET (July 17, 2014 12:47 PM) 
http://www.cnet.com/news/chinese-hackers-take-command-of-tesla-model-s/. 
85 Thomas Fox-Brewster, Forbes (Apr. 8, 2015 11:00 AM), 
http://www.forbes.com/sites/thomasbrewster/2015/04/28/tesla-opening-car-to-hackers/. 
86 Auto Alliance Comment 13-14. 
87 2010 Recommendation at 170-71. 
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information derived from the security testing was used solely to promote the security of the 
owner or operator of such computer, computer system or computer network, or shared directly 
with the developer of such computer, computer system, or computer network[.]”88 But 
responsible or coordinated disclosure is not mandatory for the exception to apply—it is simply a 
factor to be weighed along with other considerations in determining whether circumvention is 
lawful in a particular case. Thus, Opponents’ fears that an exemption for Class 22 would 
authorize problematic disclosure are unfounded. 

Independent researchers play a critical role in ensuring vehicle security, and their work is 
complementary, not redundant, to the automotive industry’s efforts to make vehicles safer and 
more secure. The exemption should be granted to foster as much security and safety research as 
possible and to make sure that the public sees the benefits of that research. 

B. The Statutory Exemption for Security Research Has Proven Inadequate 

Section 1201 includes a statutory exemption for security research.89 EFF explained that it is too 
vague for researchers to rely upon due to the inclusion of “factors” that could be read to render 
legitimate research practices unlawful.  

 Congress understood the importance of permitting individuals to circumvent TPMs in order to 
access their own works of authorship,90 but never considered that, nearly two decades in the 
future, circumvention would sometimes be necessary to protect the physical safety of the device 
owner against attackers and software defects.  

In addition to strengthening protection for security researchers, the proposed class contemplates 
safety research that would be difficult to square with Section 1201(j). For example, it was a 
safety-related investigation that led to the discovery of the software error causing unintended 
acceleration in certain vehicles.91  

C. The DMCA is Not an Appropriate Tool to Prohibit Conduct Unrelated to 
Copyright Infringement 

Congress granted the Librarian power to grant exemptions in this rulemaking, and commanded 
that such exemptions “shall” issue when “the Librarian has determined, pursuant to the 
rulemaking conducted under subparagraph (C), that noninfringing uses by persons who are users 
of a copyrighted work are, or are likely to be, adversely affected.”92 This standard wisely does 
                                                
88 17 U.S.C. § 1201(j) (2012). 
89 17 U.S.C. 1201(j) (2012). Auto Alliance also asserts that 17 USC 1201(e) pertains to the proposed class. Auto 
Alliance Comment at 13 n. 52. It would at best only apply to a small part of the proposed class, since it pertains only 
to government actors and contractors and defines “information security” as “activities carried out in order to identify 
and address the vulnerabilities of a government computer, computer system, or computer network.” (emphasis 
added). 
90 H.R. Rep. 105-551 at 41-42 (1998). 
91 Michael Barr, Bookout v. Toyota: 2005 Camry L4 Software Analysis, 5, http://www.sddt.com/files/BARR-
SLIDES.pdf. 
92 17 U.S.C. 1201(a)(1)(D) (2012). The House Commerce Committee made clear that the rulemaking process should 
conform exactly to the statutory requirements, and “[n]o additional definitions, limitations, defenses, or other 
provisions shall be added.”  H. R.  Commerce Comm. Rep. at 37. 



Page 17 of 22 

 

not permit the Librarian to sustain the prohibition on circumvention based on harms unrelated to 
copyright infringement. Such harms are better regulated by laws designed for those purposes, 
rather than being swept up in the blanket prohibition provided by Section 1201.  

Opponents also assert that individuals are likely to engage in various forms of harmful conduct if 
the proposed exemption is granted: fraud, malicious hacking, violation of emissions laws, 
negligence, and so on. These alleged harms are all addressed by specially tailored bodies of law 
in a nuanced way that cannot be replicated by Section 1201’s prohibition on circumvention. 
Regulatory deference in this context suggests that the Librarian should remove the prohibition on 
circumvention so that people can engage in otherwise lawful conduct. This also reduces the 
chance of good-faith actors being ensnared by 1201 despite complying with domain-specific 
regulations. 

The enormous aftermarket relating to off-road racing offers a good example. Vehicles used in 
off-road racing are not subject to the same regulatory constraints as those that operate on public 
roads. Yet many racers rely on stock vehicles designed to conform to those more stringent 
regulatory requirements. A wide range of lawful activity in this arena requires access to vehicle 
software and modifications that alter the vehicle’s behavior in ways that the manufacturer does 
not necessarily support or foresee. In this context, the legal cloud of Section 1201 threatens to 
erase the nuance of domain-specific regulations and prohibit a range of conduct that is both 
noninfringing, as discussed in EFF’s comments with respect to Proposed Class 21, and consistent 
with applicable law. 

The same is true for the research-related activities identified in the record. Opponents broadly 
speculate about possible modifications that might be unlawful, but do not establish that granting 
the proposed exemption would result in any increase in lawbreaking. Opponents discuss two 
laws related to “tampering,” neither of which apply as broadly as Opponents suggest. The first is 
limited to certain vehicle systems, to certain actors, and includes safe harbors for non-harmful 
conduct designed to promote repair, diagnosis, and improvement.93 The second not only includes 
a variety of limitations, but applies only to vehicle importers and sellers, excluding ordinary used 
car sales.94 Finally, the laws identified by Opponents do not create a private right of action 
whereby manufacturers may choose who will be subject to enforcement. Rather, agency 
discretion provides another mechanism to ensure that these laws are enforced in the public 
interest and not purely to boost manufacturers’ business models. Opponents’ own examples 
demonstrate that the nuance of laws tailored to address specific issues such as vehicle safety do 
not have the sweeping breadth of a prohibition on circumvention. 

7. Statutory Factors  

A. Availability for Use of Copyrighted Works 

Granting the proposed exemption would increase the public’s ability to use copyrighted works. 
Only John Deere denies this, arguing that the vehicle software can already be “used” – 
presumably meaning that the software can be executed in the course of operating a vehicle. But 
                                                
93 42 U.S.C. § 7522(a)(3) (2012). 
94 49 USC 30112 (2012). 
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if the public wishes to “use” the work in a copyright sense, potentially implicating the 
rightsholder’s exclusive rights of reproduction or preparing a derivative work, for example, or 
use the non-copyrightable elements of the work, it is uncontested that technological restrictions 
get in the way of those uses. GM, for example, states that “TPMs ensure that users cannot access 
highly sensitive copyrighted vehicle software, including software which controls the functioning 
of ECUs, [or] analyze the software and publicize how the TPMs and software work.”95  

GM argues that there are adequate alternatives to circumvention, because manufacturers 
“contract with researchers,” a process that is “confidential, when sensitive information about 
TPMs and operation of ECUs is required for appropriate research or evaluation.”96 But this 
alternative requires not only the permission of the manufacturer, but agreement to a contract that 
includes a requirement of confidentiality. This prevents independent research, and gags 
researchers from disclosing any issues that the manufacturer wishes to conceal.97 And judging by 
the results, it is far from adequate to ensure that vehicle systems are secure.98 Making non-
infringing research dependent upon permission from rightsholders with incentives to deny or 
limit important research is not an adequate alternative to circumvention. 

Finally, even Auto Alliance acknowledges that vehicle code “is produced for non-copyright 
related reasons.”99 GM asserts that it will invest less in research and development if the 
exemption is granted, yet it admits that learning of more vulnerabilities will induce it to generate 
more vehicle software that is more secure.100 In addition to the new works identified above that 
will be created if the exemption is granted, it is likely that engineers will create more and better 
vehicle software, as well. 

B. Availability For Use of Works for Nonprofit Archival, Preservation, and 
Educational Purposes 

Opponents assert, without foundation, that this factor does not support an exemption. But none 
allege that there is any way, absent the exemption, to engage in nonprofit archival, preservation, 
and educational uses of vehicle software subject to technological restrictions. Nor does any 
opponent provide a basis to conclude that vehicle security and safety research is not educational. 
To the contrary, the record shows that key security research has been conducted at the University 
of Washington and the University of California, San Diego, by graduate students and 
professors,101 and John Deere even suggests that university personnel are particularly suited to 
such research.102 Everything in the record indicates that this factor weighs in favor of the 
proposed exemption. 

                                                
95 GM Comment at 17. 
96 GM Comment at 16. 
97 Schneier Statement. 
98 See Markey Report at 1-3; see generally Miller & Valasek; Koscher, et al.  
99 Auto Alliance Comment at 15. 
100 GM Comment at 17 (arguing that manufacturers will more often update their security if the proposed exemption 
is granted). 
101 See, e.g., Koscher, et. al. 
102 John Deere Comment at 19 (suggesting an exemption limited to government and university users would be more 
palatable). 
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C. The Impact on Criticism, Comment, News Reporting, Teaching, Scholarship, or 
Research 

Research is obviously at the core of the proposed exemption, and the adverse effects of 
prohibition demonstrate that this factor weighs in favor of an exemption. But John Deere is 
incorrect to claim that the other activities that can tilt this factor in favor of an exemption are not 
present. To the contrary, an essential part of security and safety research is criticism and 
commentary, including criticism of vehicle software, the very copyrighted works that are at issue 
here and are being hidden from the public through the use of technological restrictions. If this 
information cannot be made public, news reporting obviously cannot take place and the public 
cannot make informed decisions about vehicle purchase or policy. And, as discussed 
immediately above, scholarship and teaching are key portions of a great deal of security research. 

GM takes a different approach, observing that there are “plenty” of criticisms of auto 
manufacturers for vulnerabilities, and that there exist papers analyzing security and 
vulnerabilities in “specific brands of vehicles.”103 GM also admits that “issues surrounding the 
safety and security of vehicles are often newsworthy and reported upon.”104 That reportage, GM 
claims, should suffice.  

Fortunately, it is not for GM to say how much criticism is “plenty.”105 The record shows that 
researchers are interested in evaluating and often criticizing the security and safety of vehicles, 
but access is hindered by technological restrictions and publication of security research is often 
chilled as a result of Section 1201.106 As a result, the state of vehicle security is abysmal.107 
Researchers and the American public need this exemption, and this factor weighs in its favor. 

D. The Effect of Circumvention on the Market for or Value of Copyrighted Works 

Copyright law recognizes market harm only where a proposed use usurps the demand for the 
original. Other harms, including potential lost sales from defects being revealed, are simply not 
copyright harms.108 

GM argues that the value of vehicle software will decrease “as OEMs are continually put in a 
position of having to change their security structure” – in other words, they will have to fix 
vulnerabilities they would otherwise leave in place if not for an attentive public.109 Neither 
copyright law nor good public policy protects a manufacturer’s interest in not fixing product 
defects. GM also argues that it might invest less in research and development if the public were 

                                                
103 GM Comment at 17. 
104 Id. 
105 See also http://www.nysb.uscourts.gov/sites/default/files/opinions/233396_12791_opinion.pdf (observing that 
GM’s announcement of a serious defect came “many years after ignition switch issues were first discovered by at 
least some personnel”). 
106 See Statement on Legal Impediments. 
107 See Markey Report at 1-3; see generally Miller & Valasek; Koscher, et al. 
108 Consumers Union of the United States, Inc., 724 F.2d 1044, 1050; see also Lexmark, 387 F.3d at 545; Sony 
Computer Entm't, Inc., 203 F.3d at 607. 
109 GM Comment at 17. 
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able to see its copyrighted works.110 Opponents, again, are unable to muster any caselaw to 
support their position that copyright is an appropriate tool to keep the public from viewing the 
copyrighted work and using it for noninfringing purposes.   

Other Opponents claim that used car purchasers will fear that malware or new vulnerabilities 
might have been introduced by the previous owner. John Deere at 13. But this is not a harm 
cognizable by copyright law. In addition, the proposed exemption will in fact make used car 
purchasers safer by improving vehicle safety and security and empowering them to investigate 
whether their vehicle has been compromised, as part of a routine inspection of the car’s 
condition—if they do not feel secure in the knowledge that existing tort and criminal laws 
protect them from fraud and malicious hacking. 

E. Other Factors 

 Safety and Security Will Be Enhanced by Granting the Proposed Exemption 1.

Opponents argue that security will be undermined if the exemption is granted, alleging that 
publication of security research findings will enable malicious hacking. This is a myth that has 
intuitive appeal but no foundation.111 To the contrary, as EFF has discussed at length here and in 
its initial comments, the only way to secure systems is to allow widespread testing and 
improvement of automotive systems in response to researchers’ findings.  

Opponents also assert that safety and security could potentially suffer from the use of vehicles 
with software that has been modified by researchers to incorporate their own (or third-party) 
safety and security patches. At the outset, it is worth noting that the vast majority of the activities 
contemplated within the proposed class do not involve the operation of modified vehicles on 
public roadways: accessing and duplicating vehicle software for analysis, modifying it and 
analyzing how it responds to inputs and the data it outputs, extracting keys from firmware 
updates, or creating backup copies have zero risk of causing the horribles warned of by 
Opponents.  

When researchers do modify vehicles and operate them, the record shows that they take a wide 
range of precautions to protect themselves and others: raising vehicles on lifts if they must be 
tested with wheels turning,112 using closed courses, and testing disembodied ECUs outside of the 
vehicle, 113 by way of example. Opponents can point to no instances in which any harm resulted 
to third parties. The only research mishap in the record consisted of a researcher’s car coasting a 
short distance, causing minimal damage to his garage.114 Even if the vehicle had not been 

                                                
110 Id. 
111 Schneier Statement. 
112 Craig Smith, Car Hackers’ Handbook, 
http://opengarages.org/handbook/2014_car_hackers_handbook_compressed .pdf , at 38  
 (“If you must audit a moving vehicle put it off the ground or on rollers.”) 
113 Koscher, et al., at 2 (“We test these cars’ components in isolation in the lab, as a complete system in a controlled 
setting (with the car elevated on jacks), and in live road tests on a closed course.”). 
114 Miller & Valasek at 53 & Fig. 27 (depicting the damage after the car bumped into a table at the back of the 
garage and stopped). 
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confined by the garage, it could have been stopped with the parking brake or by unplugging the 
testing equipment and braking normally.  

In addition, it is unlikely that the number of individuals performing security and safety research 
will be a large fraction of the driving population, though the benefits of their work accrue to all 
drivers, passengers, and bystanders. Furthermore, Opponents’ claims regarding the risk posed by 
modification of vehicle software and the difficulty of detecting modified software are overblown 
at the very least. For example, modification of vehicle software does not pose an obstacle to 
software updating, since updates typically overwrite any changes115 and archival copies allow 
computers to be restored to their factory-fresh state. In addition, tamper-evident flags and 
software checksums116 are simple measures to detect software changes. 

 There Is No Basis for Restricting the Proposed Exemption to Research on 2.
Vulnerabilities Introduced by Access Controls 

Opponents, particularly Auto Alliance, assert that Proposed Class 22 differs from prior security-
related exemptions such that “a de novo consideration of the full landscape surrounding security 
research on software resident in automobiles” is required.117 The reason given for this conclusion 
is that prior security-related exemptions related to vulnerabilities “caused by the access controls 
themselves.”118 As Auto Alliance explains, the Register concluded that vulnerabilities caused by 
the presence of an access control were outside the scope of what Congress contemplated prior to 
enacting 1201(j), bolstering the case for an exemption.119 “Congress, at the time of enactment, 
had no reason to be concerned about flaws or vulnerabilities that might be introduced into the 
computer, system or network ecosystem by a technological protection measure itself.”120 

Here, a great deal of vehicle security research relates to the adequacy of access controls.121 The 
presence of access controls may also prevent a user from patching a security issue or repairing a 
safety issue occurring elsewhere in the vehicle’s systems, a phenomenon that is documented in 
depth in EFF’s comments relating to Proposed Class 21. The New York Times has described 
how ignition lock-outs cause safety harms, a flaw exacerbated by the presence of an access 
control preventing owners from controlling their own vehicles.122 Senator Markey also noted the 
many harms to driver privacy introduced by manufacturers’ monitoring techniques, which could 
be mitigated but for the presence of access controls. In particular, several manufacturers claimed 
that their anti-hacking systems allowed them to monitor vehicle activity in real time, and others 
had access to sensitive data through their anti-hacking systems after the fact.123 

                                                
115 Thawley Statement at ¶11. 
116 See Entwicklung Vertrieb Communication, Checksum modules, http://www.evc.de/en/product/ols/checksum.asp.  
117 Auto Alliance Comments at 9. 
118 Id. at 7. 
119 Id. at 8-9. 
120 2010 Recommendation at 199. 
121 See generally Koscher; Miller & Valasek. 
122 Michael Corkery & Jessica Silver-Greenberg, Miss a Payment? Good Luck Moving That Car (Sept. 24, 2014), 
http://dealbook.nytimes.com/2014/09/24/miss-a-payment-good-luck-moving-that-car/. 
123 Markey Report at 8-12. 



Page 22 of 22 

 

This comment and EFF’s opening comment have already explained how 1201(j) is insufficient to 
protect the noninfringing activities contemplated in Proposed Class 22. Auto Alliance highlights 
an additional reason: the Register has already found that Congress did not consider flaws 
introduced by access controls in crafting 1201(j). Contrary to the Alliance’s contention, many of 
the proposed uses fall into this category, further supporting the need for the proposed exemption. 

 There Is No Basis for Restricting the Proposed Exemption to Federal 3.
Government Labs and Universities Acting Pursuant to Federal Grant or 
Contract 

John Deere proposes that an exemption limited to certain types of security and safety researchers 
associated with the federal government might be more agreeable than an exemption that had no 
such requirement.124 It claims that this narrower exemption would “help ensure that 
circumvention of any vehicle TPMs is conducted solely by qualified individuals for legitimate 
research purposes.”125 While EFF agrees that such users are likely to be qualified and to engage 
in legitimate research, most of the research identified in the record was not conducted by 
individuals meeting these criteria, so it would be inappropriate to narrow the exemption in this 
way. An enormous amount of vehicle safety research is also conducted by organizations that do 
not fall into this category, including the American Automobile Association, Insurance Institute 
for Highway Safety, Automotive Safety Research Institute, and others. 

8. Documentary Evidence 

Attached. 

                                                
124 John Deere Comments at 19. 
125 Id. at 20. 
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Appendix A 

Statement of Professor Stefan Savage 

May 1, 2015 

In perusing some of the responses to the automotive exemption there appears to be some 
misunderstanding about the nature of our work and perhaps as well the role it has played in 
impacting security in the automotive ecosystem. 
 

On the first point, I wish to clear up any misunderstanding about the extent to which our 
automotive research (detailed at autosec.org) made use of underlying firmware codes, a factual 
question which appears to be in dispute (e.g., the Automobile Alliance statement beginning, “In 
the seminal Koscher article . . . ” lead to “The bulk of their work was carried out using packet 
sniffing, targeted probing, and other techniques that evidently did not require any circumvention, 
and certainly did not rely on access to the entire code.”).  This statement is partially true, but also 
incomplete and potentially misleading.  It is certainly the case that for that particular paper the 
bulk of work was carried out using packet sniffing, record/replay and blackbox testing.  This is a 
fairly standard first step when doing security analysis because reverse engineering the entirety of 
a large vbinary code (let alone a dozen such codes) is a huge undertaking.  That said, for almost 
every ECU we studied these experiments required us to defeat the ECU's anti-circumvention 
mechanism (typically a key/seed challenge response protocol).  This was necessary both to put 
the ECUs into “tester” (i.e., debug) mode and to make some of the ECUs behave as we desired 
while the car was at speed.  Moreover, in this paper we reverse engineered the telematics ECU 
update code to implement the CAN bridging and code wiping attacks (in sections VI.B and C of 
the paper).  Finally, our second paper (Checkoway et al.) -- which focused on the feasibility of 
remote exploits -- was _entirely_ based on reverse engineering of ECU firmware and involved 
debugging quite a few ECUs.  The results of that paper would have been impossible to achieve 
any other way. 
 

There also appears to be some sentiment that the kind of security analysis we performed 
was unnecessary (i.e., was being performed by industry independently) or required involvement 
from the automotive industry to be effective.  For example the Global Automaker Alliance 
statement including “the proposed exemption undermines existing research efforts and, 
ultimately, wrests control of such research from those in the best position to actually improve the 
security and safety of our automobiles: the automobile manufacturers and their suppliers, who 
have the utmost responsibility to ensure that vehicles are safe and secure.” and “A fruitful 
research program must have a current understanding of all developments and updates to 
automotive software.  Thus, the success of a research initiative requires the intimate involvement 
of automobile manufacturers, who are in the best position to know how to safely implement 
design proposals without impairing other aspects of automotive functions”. 
 

I think such opinions are uninformed by the factual history of our work.  First, I think 
there is ample evidence that before our work the appreciation of software security issues in the 
automotive industry was quite poor.  Indeed, the kinds of vulnerabilities we found specifically 
spoke to the lack of security development techniques (e.g., fuzz testing, static analysis) and 
mitigation strategies (e.g., stack cookies, address space layout randomization) in practice.  We 
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found vulnerabilities (e.g., strcpy-based buffer overflows on the stack) that have not been found 
in commercial desktop software in many years precisely because it is well understood that such 
programming constructs are dangerous.  While I do not have perfect visibility into every OEM, 
supplier and regulator, our group talked to most of the major OEMs, many Tier1 suppliers and 
the US regulators of record (NHTSA) and in various forms they all have echoed the sentiment I 
expressed above.  Software security was not a major priority and many security techniques that 
are standard in the PC world were not being widely practiced in the design of automotive 
software until after our work was published. 
 

As well, I will point out that all of this work, performed at the University of Washington 
and the University of California, San Diego, was done without any involvement from the 
automotive industry and without any significant a priori knowledge of automobiles or 
automotive software  Yet, I think it is abundantly clear that our work was both successful and 
had major positive impacts on consumers.  Among these, I am personally aware of changes made 
-- directly in response to our findings -- that have improved the security of millions of US 
vehicles.  I am directly aware of changes in software engineering practice (e.g., the introduction 
of fuzz testing and static analysis) at major US automakers and their suppliers.  The Society for 
Automotive Engineering's Vehicle Electrical System Security Committee (the first US standards 
effort focused on automotive cybersecurity) was created in response to our work.  In their report 
on the Toyota Unintended Acceleration issue, the Transportation Research Board's National 
Academy study (“The Safety Promise and Challenge of Automotive Electronics”) spent two 
pages on our research which was part of the impetus for NHTSA to create their VRTC 
cybersecurity effort (largely modeled on our own experience).  I think any objective observer, 
with access to the factual history of this matter, would conclude that our independent research 
was fairly instrumental in driving real focus on the automotive cybersecurity effort -- both in 
industry and government. 

 
Finally, I hope it is clear that ours was but one effort in this space and that while there 

have been significant improvements there is still much to be done (e.g., I am aware of significant 
differences in security practice between different OEMs).  In fact, good faith independent 
security research has continued to play a key role in improving automotive security and 
informing the public about potential risks: from the work of Miller and Valasek (who recently 
extended the work of our first paper to a wide array of manufacturers and shortly will 
demonstrate additional remote access vulnerabilities) to Spaar's work fixing keyless entry 
vulnerabilities in many BMW's.  Independent security researchers bring a wide range of skills 
and perspectives that are not commonly found in the automotive sector and provide a 
independent check on the security issues arising in new automotive technologies.  Indeed, if 
anything, I believe the role of the independent security researcher is more important today than 
when we performed our work, due to the array of market drivers that are leading the automotive 
industry to add increasing amounts of connected digital technology to their vehicles. 
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Appendix B 
 

Statement of David Thawley 
CEO of Derive Systems 

 
May 1, 2015 

 
1.  I am David Thawley, CEO of Derive Systems. My company is in the business of 
reprogramming vehicle ECUs to improve fuel efficiency and other aftermarket customizations. 
We are able to access and modify ECU software in ways that commercially available tools from 
Original Equipment Manufacturers (OEMs) can’t. 
 
2.  We are one part of a vehicle performance aftermarket that accounts for about $35 billion 
dollars annually in the United States alone. We estimate that 60-70% of this market is dependent 
on customers and mechanics being able to tune vehicles. Without ECU calibration businesses 
like ours, manufacturers of exhaust systems, supercharger kits, cold air intakes, larger 
wheels/tires, etc., would disappear. Powertrain systems are very advanced and even small 
modifications now require access to and modification of ECU software. Also, without this 
ability, people modifying vehicles (e.g., replacing a physical component with an aftermarket 
part) would not be able to meet emissions standards or adjust the calibration for regulatory 
compliance testing. 
 
3. OEMs have been making it progressively more difficult to gain access to the ECUs. 
Much like many OEMs are moving to proprietary tools to do something as simple as removing a 
bolt, they are providing similar challenges (RSA encryption, etc.) in allowing access to ECUs. If 
we can’t access the ECU, we don’t have a business, and neither do the other aftermarket players 
I referred to. 
 
4.  The OEMs argue in their oppositions to the proposed exemption that ECU modification 
is a safety issue, but that is misguided. We have completed over 1,300,000 ECU modifications 
without a single known accident or fatality. 
 
5.  We reprogram the vehicle's powertrain module. We have never reprogrammed any of the 
vehicle's safety modules such as the ABS or airbag modules. Even though these modules all run 
on the same CAN bus, we have never affected any of the other modules with our products. 
 
6.  We leave all of the original calibration error control & safety features intact such as 
knock sensors and throttle angle error checking. This built-in error control prevents the vehicle 
from going wide open throttle on the new Drive-By-Wire throttle control etc, if something goes 
wrong in the ECU. 
 
7.  Derive’s fleet software has saved customers' fleets on average 8 to 12% in fuel 
consumption and lowered emissions by a corresponding amount. Between Dish Network and 
Sears alone over 13,000 vehicles have been calibrated in this way (http://derivesystems.com/sct-
fleet-solutions-helps-dish-network-save/) Various studies show police fleets idle anywhere 
between 5 and 8 hours per day, Derive Efficiency lowers idle fuel consumption for police fleets 
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by 30% without adding any extra weight or impacting any other important performance 
parameters required to execute their critical mission. 
 
8.  Our process and technology have been validated by independent government facilities, 
proving out both fuel savings and emissions reduction. We regularly work with various 
governmental organizations (military, FBI, Police, etc) in order to provide solutions that OEMs 
can’t support. 
 
9.   Our speed limiter, torque reduction, and shift point technology allow vehicle owners 
(families and fleet owners) to ensure safe operation of their vehicles.      
 
10.  In the performance context, our services are used by hundreds of professional car and 
truck racers in the United States and worldwide. The average improvement to a stock gas vehicle 
is around 20rwhp / 30ft-lbs torque. On a diesel vehicle the gains are around 90rwhp / 140ft-lbs 
torque. The ability to access and modify ECU software is also essential to add custom parts to a 
vehicle as discussed above. 
 
11.  When a manufacturer creates an updated version of software for an ECU, any previous 
customization changes are overwritten during the installation process of the new software. In 
other words, the customization does not introduce any challenges to updating the ECU. 
Furthermore, manufacturers do not update software frequently, only in response to occasional 
specific issues. It is not part of a typical maintenance checkup at a dealership. 



The undersigned indicated support for EFF's requests by signing on to the following petition text:

I support EFF's petitions for vehicle repair and research exemptions to the Digital Millennium 
Copyright Act's anti-circumvention provision. Nobody should need to hire a copyright lawyer 
before fixing their car.

1. Jim Price, United States
2. Joshua Johnson, United States
3. Hans Erian, United States
4. Marilyn Wenzel, United States
5. K A Haugen, United States
6. Charles Blake, United States
7. Hunter Pendleton, United States
8. Bob Bever, United States
9. Jason Hutchinson, United States
10. Roger Cates, United States
11. Brandon isralsky, United States
12. William Christiansson, United States
13. Adam Fernandez, United States
14. Ian Donnelly, United States
15. Benjamin Lyke, United States
16. Tom Brown, Canada
17. Sean Ainsworth, United States
18. Tyler Martin, United States
19. Brett Hicks, United States
20. Gib Peters, United States
21. Derek K., United States
22. connor baughman, United States
23. Dan Taylor, United States
24. Matt Prawdzik, Canada
25. Russell Riall, United States
26. James Frederick, United States
27. Otieno Stanford-Asiyo, United States
28. Greg Thorne, United States
29. Robert Brock, United States
30. JJ Robinson, United States
31. Patrick Chalkley, Australia
32. Hadrian Gable, United States
33. Gabe Chai, United States
34. Jason Deck, United States
35. james wagner, United States
36. Lakin Jones , United States
37. Scott Sul , United States
38. Will Mason Moses, United States
39. Matthew Bauer, United States
40. Mike Fritz, United States
41. Brandon Wright, United States
42. Michael Smit, United States
43. Brian Bailey, United States

44. Kyle Vogt, United States
45. Andrew Dignan, United States
46. Britt Ashton Kinslow, United States
47. Garret Moniz, United States
48. Amogh Karney, United States
49. Lynden Clarke, United States
50. joe gillaspy, United States
51. Geoffrey Rogers , United States
52. Kerry Wenninger, United States
53. Jera Batten, United States
54. Dylan Hart, United States
55. Ace Taylor, United States
56. Bryce Christopher, United States
57. Benjamin Lawver, United States
58. Lee McGeough, United Kingdom
59. Steven B, United States
60. Roy Meza, United States
61. david wood, United States
62. William Wingfield, United States
63. Joseph Kirschbaum, United States
64. Ivan Caceres, United States
65. Rogelio Dominguez, Mexico
66. Jose Jacobo, United States
67. Robert Kurtz, United States
68. Joel Kepchar, United States
69. Roger Freeman, United States
70. Jacob Tanner, United States
71. Roger Pava, United States
72. Jamie Davidson, United Kingdom
73. chris litt, United States
74. Colton Prevost, Canada
75. Richard Valdez, United States
76. Edouard Michel, United States
77. Mark Fowkes, United States
78. dillon gere, United States
79. Deborah Lee, United States
80. Allen Anderson, United States
81. eason avant, United States
82. Rafi Baum, United States
83. alex ross, United States
84. Mateusz Szwajka, United States
85. Ryan L, United States
86. bobby johnson, United States
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87. Ryan Thornton , United States
88. Robert Vitalis, Jr., United States
89. Brittany Stafford, United States
90. David Batten, United States
91. Anonymous Anonymous, United States
92. Bradley Tighe, United States
93. Dean Luga, Albania
94. Tyler Robertson, United States
95. Matthew Ellis, Canada
96. Alan Weisgerber, United States
97. Nicholas Ehlers, United States
98. Adrian Lam, United States
99. vince geisler, Canada
100. ryan moody, United States
101. Chris Tracy, United States
102. Adam Jackson, United Kingdom
103. Justin  Bail, United States
104. Rohit Kapur, United States
105. Ryan Ondriezek, United States
106. Hugh North, United States
107. Tayfun Yavas, Turkey
108. Dillon Livingston, United States
109. Josey Baumberger, United States
110. Chris Platika, United States
111. Steven Massie, United States
112. Isaac Selling, United States
113. Andrew Schwartz, United States
114. Kiran Reddy, United States
115. Nathan Sankowski, United States
116. d thomas, United States
117. Andrew Velis, United States
118. Kevin Dunn, United States
119. Aaron Clawson92109, United States
120. Dionicio Armijo, United States
121. Kevin Albertson, United States
122. Heather Spaulding, United States
123. kade bohlen, United States
124. Matt Brooks, United States
125. Rory Regeon, United States
126. Jon Molnar, United States
127. James Vastbinder, United States
128. Erik Jones, United States
129. Zac Evenson, United States
130. Dillon Sparkman, United States
131. Nelson Exum, United States
132. Seth Padowitz, United States
133. Jonathan Navarro, United States
134. samuel stanton, United States
135. CJ Guttormsson, United States

136. Nick Mattern, United States
137. Raymond Muehlman, United States
138. Steven Carney, United States
139. Nikki Schwarz, United States
140. Daniel Wilson, United States
141. Rasheed Vitalis, United States
142. Jordan Terpstra, United States
143. Andrew McCullough, United States
144. David Gonzalez, United States
145. ed Krause, Germany
146. Tate  Steinberg, United States
147. Nick Dorgan, United States
148. Jonniy Webster, United States
149. Juan Morales, United States
150. Nathan Terpstra, United States
151. sarah hammond, United States
152. Calob Humble, United States
153. Cory Keene, United States
154. Don Ford, United States
155. Donald Goins, United States
156. zack youngren, United States
157. Scott neidich, United States
158. Jeshua Bosaw, United States
159. Kyle Styron, United States
160. Justin T, United States
161. Jason Scott, United States
162. Jonathan Tirador, United States
163. Bryce Tucker, United States
164. John Kriter, United States
165. daniel balan, United States
166. Cordel Gunderson, United States
167. Jake Ottaviano, United States
168. Edgar Ramirez, United States
169. Justin Wrockloff, United States
170. Bryan Weigelt, United States
171. Stephen Schlie, United States
172. Don Hagen, Canada
173. Jaymes Winger, United States
174. Derek McDowell, United States
175. Jay Wyman, United States
176. alex  danaci, United States
177. Lexy Taylor, United States
178. jonathan  cupit, United States
179. Isaac  Oxendale , United States
180. Dan Sandberg , United States
181. Judson Meherg, United States
182. Hugo Royer, Canada
183. Auggie Turchiano, United States
184. eric arnell, United States
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185. Dylan Ensor, United States
186. Sami Parsegov, United States
187. Ilya Rogers, United States
188. Cary Memmen, United States
189. Gabriel Bourdages, Canada
190. Erick Prins, United States
191. Xavier Flores, United States
192. Brandon Jarvinen, United States
193. Michael Alpert-Appell, United States
194. Bryan Ospina, United States
195. a m, United States
196. Ted Rinehart, United States
197. Will Maddrey, United States
198. Andy Stewart, United States
199. Kathryn Christensen, United States
200. Ryan Handley, United States
201. Samuel Wallace, United States
202. Mark Bohnhoff, United States
203. Tim Stoddard, United States
204. Dylan Cyr, United States
205. Ian Shatanoff, United States
206. Joel Vilches, United States
207. Rob Ferguson, United States
208. Brennan Custard, United States
209. Jordan McEwan, Canada
210. Lewis Grubb, United States
211. Zachary Hoobler, United States
212. Evan Romo, United States
213. Nouman syed, United States
214. Donnie Murdock, United States
215. brian g, United States
216. Kyle Hauptner, United States
217. Michael Dorrian, United States
218. James Engelhardt, United States
219. Alexander Brown, United States
220. Egan Rowe, United States
221. Pranil Parmar, Canada
222. Keith Thomas, United States
223. Tammy  Weeks, United States
224. Robert Kluttz, United States
225. Steven Strauss, United States
226. Michael Ta, United States
227. Korina Palomino, United States
228. Jett Hudjik, Canada
229. Pat Kays, United States
230. Pawan Deshpande, United States
231. Edgar Ramirez, United States
232. Nicholas Earwood, United States
233. daniel polanco, United States

234. Paul Luhman, United States
235. Daniel Heppner, United States
236. Luke Fredrickson, United States
237. Walter Degnan, United States
238. Frank Sacco, United States
239. Durham Travis, United States
240. Brian Recchia, United States
241. Matthew DePaepe, United States
242. Fabio Miranda, Switzerland
243. Trevor  Weber, United States
244. james shin, United States
245. Richard  Kazumura , United States
246. Antonio Fiol-Mahon, United States
247. Vien Nguyen, United States
248. John Harris, United States
249. swagbrah x, Azerbaijan
250. Hannah  Galloway , United States
251. Allen Schreiber, United States
252. Nicholas Richardson, United States
253. John Underwood, United States
254. John Pirie, United Kingdom
255. Zackary Gibbons, United States
256. Jonathan Gilbert, United States
257. Arthur Johnson, United States
258. James Dale, United States
259. Robert Penn, United States
260. Bruce Bartolf, United States
261. Ben DeYoung, United States
262. Nicholas Aranda, United States
263. Nick Guertin, United States
264. Brandy Stein, United States
265. Michael Gismondi, United States
266. Austin Hill , United States
267. Umair Khan , United States
268. Davis Hough, United States
269. Tyler Armour, United States
270. James Whitney, United States
271. davis campbell, United States
272. john lort, Denmark
273. amy gates, United States
274. Jay Kahn, United States
275. Rick Elnor, Canada
276. Craig Whitaker, United States
277. Dalton Smith, United States
278. Chris Mongeon, United States
279. Andrew Richardson, United States
280. olli ford, United Kingdom
281. Michael Moore, United States
282. Seth Fulton, United States
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283. Mark Schoch, United States
284. Miguel Parramón, Spain
285. Sean Gartland, United States
286. Thomas Persson, United States
287. Christopher Cole, United States
288. Alex Hanson, United States
289. Nicholas Hernandez, United States
290. Matthew Colley, United States
291. Jason He, Canada
292. Christopher Wagner, United States
293. lejf rossi, United States
294. Jon Sertack, United States
295. Seth naumburg, United States
296. Robert Poth, United States
297. Michael  Quimby, United States
298. Kuba Ober, United States
299. Kameron H., United States
300. Seth Cohen, United States
301. Billy Brouse, United States
302. Michael McVerry, United States
303. Michael Beck, United States
304. Adam Clapsaddle, United States
305. Bill Strait, United States
306. Aaron Watkinson, United States
307. ryan o'rourke, United States
308. Joseph Aubrey, United States
309. Joe Cabral, Canada
310. James Reid, United States
311. Leo Stout, Italy
312. Michael Williams, United States
313. robert grosso, United States
314. Brandon Adams, United States
315. Kary Mihailides, United States
316. cameron glidewell, United States
317. Curtis  mccorkle, United States
318. Seth Burgett, United States
319. Eik Hvattum Røgeberg, Norway
320. Brandon Frateschi, United States
321. Andrew Burnett, United States
322. jay dahl, United States
323. Zach Campbell, United States
324. Collin Williams, United States
325. Sara Rosensteel, United States
326. Gautam Narula, United States
327. Gavin Mahon, United States
328. Nicholas Sielicki, United States
329. Ren Bisonn, Canada
330. Morgan Sheeran, United States
331. Michael Wenrich Jr, United States

332. gabe boley, United States
333. Matt Luchterhand, United States
334. Alejandro Gasparillo, United States
335. Matthew Cano, United States
336. Vitaly Tskhovrebov, United States
337. khang Tran, United States
338. lawrence riccio, United States
339. John Hinnegan, United States
340. Mike Man, United States
341. doug sproston, United States
342. Chet Gassett, United States
343. Jordan Wisniewski, United States
344. jacob goldfischer, United States
345. Anton Kodinov, United Kingdom
346. Chandler Shewell, United States
347. holden andrews, United States
348. kathy taylor, United States
349. Pedro Almaguer, United States
350. Eric Briscoe, United States
351. Alexandre Tostivint, France
352. Erich Deutsch, United States
353. jose genao, United States
354. Sandeep Thukral, United States
355. susan brockway, United States
356. Brent Kostival, United States
357. howard horton, United States
358. Monther Tariq, United Arab Emirates
359. louis nayani, United Kingdom
360. Christopher Stevenson, United States
361. pablo blasi, United States
362. Ian Kelley, United States
363. dustin choe, United States
364. Isaac Little, United States
365. Brian Williams, United States
366. Christoph Fuchs, Austria
367. Ashley Case Duckworth, United States
368. Philomena Mattes, United States
369. Kristen Gismondi, United States
370. H S, United States
371. Grant Earp, United States
372. Laura Wilkinson, United States
373. Max Kamin-Cross, United States
374. Connor Hoffman, United States
375. shawn lucas, United States
376. Jonah Hinks, United States
377. nathan brown, United States
378. Jason Wells, United States
379. matt kalkhoff, United States
380. Michael Dotson, United States

4



381. Austin  Ray, United States
382. Chris Cassell, United States
383. Court McAlister, United States
384. Stephen Gurney, United States
385. Kyle Neiswender, United States
386. Andrew Ciaravino, United States
387. joe wasd, United States
388. Damian Kliman, Canada
389. Jim Petty, United States
390. Shubhagata Sengupta, Canada
391. Ali Tajiki, United States
392. Dajčman Sašo, Singapore
393. Daisuke Takeda, United States
394. Walter Straub, United States
395. Richard Redding, United States
396. Niko Montonen, Finland
397. Raivis Berovskis, Latvia
398. Cory Baxter, United States
399. Franz Flintzer, Germany
400. Christopher Jones, United States
401. Kjeld Vermeulen, Netherlands
402. Jeremy Face, United States
403. Gary Holbrook, United States
404. Alice Cooper, United Arab Emirates
405. Thomas Canter, United States
406. Steven Garriott, United States
407. Josh Harrold, United States
408. Nick Danish, United States
409. Ian Sammons, Canada
410. Andrew Canady, United States
411. Matthew Lithgow, United States
412. Jason Smith, United States
413. Bobbie Armstrong, United States
414. John Anthony, United States
415. Nicholas Swingle, United States
416. Andy Johnson, United States
417. Peter Weisbrod, United States
418. Alex  Auger, United States
419. Jack Yan, Canada
420. Brenden Frerck, United States
421. Sarah Preston, United States
422. Kevin Mahler, United States
423. John Jernigan, United States
424. Howard Hicks, United States
425. Matthew Wong, United States
426. Graziano Misuraca, United States
427. Jack Gibbs, United States
428. Jordon Holsetin, United States
429. Nick OSTROWSKI, United States

430. Nicholas Webb, United States
431. J. Whitson, United States
432. Matthew Dawley, United States
433. Thomas  Thai, United States
434. Kyle Bohlander, United States
435. Randal Birch, United States
436. Richard Cline, United States
437. taylor gardner, United States
438. Gavin Lancaster, United States
439. Killian Sherer, United States
440. Karin Gudal, United States
441. Nick Hannon, United States
442. Michael Jacobs, United States
443. Mark McCormick, United States
444. Andres Garcia, United States
445. Omar Almokdad, Canada
446. Jacob Zimbelman, United States
447. Gabriel Garcia, United States
448. David Pohlman, United States
449. David  Clark, United States
450. Justin Brenner, United States
451. Kenny Johnson, United States
452. Jeff Dorough, United States
453. William Gibson, United States
454. Brandon Cline, United States
455. Ryan Baxter, Canada
456. Charlie Turri, United States
457. dan haney, United States
458. Kaelan Yeater , United States
459. Austin Cornelius, United States
460. Anthony Ambrosini, United States
461. Mack Crawford, United States
462. Loren Moody, United States
463. Austen Rohmann, United States
464. Gabriel Kemble, United States
465. Jakob Dietrich, Germany
466. Jason  Anesini, United States
467. Kenth Ljung, Sweden
468. Jamie Jordan, United States
469. Michael Shyu, United States
470. Daniel  Alegria , United States
471. Phil Koch, United States
472. jerel waters, United States
473. Bruno Duregon, United States
474. Alec Hamer, United States
475. jacob nicol, United States
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512. Cesar Arreola, United States
513. Derick Benatar, United States
514. Daniel Nunes, United States
515. Brandon Wildman, United States
516. Aaron Arlof, United States
517. James Benson, United States
518. Andy Gray, United States
519. Clifton Houck, United States
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716. Yung-Chen Wang, United States
717. Eduard Tita, Canada
718. Ben Bradley, United States
719. Sergio Aguilar, United States
720. alex leatham, United States
721. Emilie Jenkins, United States
722. Timothy Rittenhouse, United States
723. Morgan Hoxie, United States

724. Bryan  Xaysanavongphet , United States
725. Ronin Carter, United States
726. aled batchelor, United Kingdom
727. Joey Crum, United States
728. Peter Murrens, United States
729. Gurpreet Khosa, Canada
730. Mark Fergason, United States
731. Justin Allard, United States
732. cody davis, United States
733. kyle smith, United States
734. Michael Quist, United States
735. Otto Sunday, United States
736. Jules Holleboom, Netherlands
737. James Littlefield, United States
738. Richard Tabb, United States
739. Brian Beith, United States
740. Lukas Gagainis, United States
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744. Brian Bilek, United States
745. John Claude, Canada
746. Alexander Weissman, United States
747. Zachary Gordon, United States
748. Nathan Barstow, United States
749. Brandon Rademaker, United States
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877. jacob Nicoll, United States
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879. Steven Marquez, United States
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891. Elizabeth Wyeth, United States
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910. Syed Naveed, United States
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922. James Faraca, United States
923. Nathan Moore, United States
924. srujan kaja, United States
925. Daniel Jones, United States
926. Jean Garrido, Canada
927. Garrett Boatman, United States
928. Daniel Berman, United States
929. maxwell sabin, United States
930. Chris Dees, United States
931. Karl Pauls, United States
932. Robert Skonberg, United States
933. Alexander Teholiz, United States
934. alfston thomas, United States
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936. Steve Ungerer, United States
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938. robert fett, United States
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959. Joe Olson, United States
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971. Joanna  Elfers, United States
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973. Michele Beach, United States
974. Daniel Campos, United States
975. Naveed Moein, United States
976. Rohit Ramnani, United States
977. Sam Connolly, United States
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979. jason carreiro, United States
980. David Munson, United States
981. Wendy Woods, United States
982. James Schmitt, United States
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985. Gary Chavez, United States
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992. Adam Browning, United States
993. carrie mah, Canada
994. Ryan Dailey, United States
995. Edgar Morfin, United States
996. robert ritter, United States
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1015. Joel Ramos, United States
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1022. Nate Lyden, United States
1023. Rolf Rolles, United States
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1025. Kyle Into, United States
1026. Josh Clark, United States
1027. Daniel Walsh, United States
1028. Sam Suek, United States
1029. Felix Laura, United States
1030. Quinn Guerrero, United States
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1033. Peter Kvilhaug, United States
1034. James  Downs, United States
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1048. Austin Hanna, United States
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1053. Mark Smith, United States
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8082. Douglas Maxwell, United States
8083. Rich Ketch, United States
8084. STONE POWER and PERFORMANCE, 
United States
8085. marr woodruff, United States
8086. George Stone, United States
8087. Keith Mesecher, United States
8088. Tony Van Tiel, Canada
8089. Ryan Esparza, United States
8090. justin whittenberg, United States
8091. Amancio Palma, United States
8092. Devin Roth, United States
8093. Ryan Rugar, United States
8094. nate measler, United States
8095. noah cox, United States
8096. Marvin Hughes, United States
8097. Jodie Rivet, United States
8098. Matthew Rodriguez , United States
8099. Lenoard  Snyder, United States
8100. Kevin Shaw, United States
8101. Ron Finger, United States
8102. Ronald Kingsbury, United States
8103. Kalvin Shoemaker, United States
8104. Bryce Huegel, United States
8105. Ed Stevens, United States
8106. Ward Oliphant, United States
8107. Roy Allice, United States
8108. David Ogrodnik, United States
8109. Mel Wisler, United States
8110. Angie Salvador, United States
8111. Jim Sanchez, United States
8112. Jeff Bey, United States
8113. Matt DeVillier, United States
8114. Paul Rollins, United States
8115. Shaen McKee, United States
8116. Laurence Wolf, United States
8117. chris  reddick , United States
8118. zachary leal, United States
8119. aaron ledbetter, United States
8120. William Nodine, Canada
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8121. Heather Davis, United States
8122. adam rodriguez, United States
8123. Tyler Readinger, United States
8124. Travis Dezso, United States
8125. Ish Rodriguez, United States
8126. Grant Levy, United States
8127. Chuck Nicholson, United States
8128. Joshua Shiver, United States
8129. Michael Hall, United States
8130. Mark Henderson, United States
8131. Richard Spaulding, United States
8132. Walter Schreiner, United States
8133. Robert Cole, Canada
8134. Jared Patterson, United States
8135. Jeff Webber, United States
8136. Mike Hubbell, United States
8137. kyle collins, United States
8138. Cody  Keslar, United States
8139. Tim Isom, United States
8140. Tyler Howell, United States
8141. Art Gayler, United States
8142. Tommy Underhill, United States
8143. stephan vanderhee, Australia
8144. Paul  Greenlee, United States
8145. Jacob Lawrence, United States
8146. Eddie Johnson, United States
8147. Stephanie Feinner, United States
8148. James  tenBrink, Canada
8149. Elias Hart, United States
8150. Abdullah Mardini, United States
8151. Melissa Talbi, United States
8152. Edward Donini, United States
8153. Reed Orcutt, United States
8154. Josiah Rojas, United States
8155. Michael Ramos, United States
8156. Johnathan Starr, United States
8157. Joel Whitlock, Canada
8158. Clayton Sambola, United States
8159. Brad Haugen, United States
8160. William James, United States
8161. matt mazurek , United States
8162. michael wise, United States
8163. Alexander Phillips, United States
8164. Walter Howey, United States
8165. greg demish, United States
8166. Robert Keliipio, United States
8167. Mark Walton, United States
8168. Elizabeth Kelly, United States
8169. Carl Clifford-Bauer, United States

8170. Sandi Jones, United States
8171. Mike Sedlock, United States
8172. Mathew Conner, United States
8173. David Turk, United States
8174. James Wulff, United States
8175. Jason Davidson, United States
8176. jason standiford, United States
8177. Gary  Kammerude , United States
8178. Sherron C Townsend Jr, United States
8179. bradley haigh, Canada
8180. Jeff Huntley, United States
8181. Jason Sessler, United States
8182. Austin Carlisle, United States
8183. Kyle Burrows-Hastey, Canada
8184. dustin haigh, Canada
8185. Dean Cowley, United States
8186. GARY STOREY, United States
8187. jonathan gallenstein, United States
8188. Jason Wilson, United States
8189. Alex Farmer, United States
8190. Brandon Foxx, United States
8191. Mark Steinbrecher, United States
8192. Charles Visio, United States
8193. J R, United States
8194. Lindsay  George , Canada
8195. Sasha Lalanne, United States
8196. mark davidson, United States
8197. Jesse Cordon, United States
8198. Austin Kniss, United States
8199. Jordan Trujillo, United States
8200. Taylor Hibbing, United States
8201. denise misner, Canada
8202. Joel Sharp, United States
8203. kyle hodge, United States
8204. Will Ryan, United States
8205. Nikola Pehar, United States
8206. Timothyjohn Irwin, United States
8207. Mark Rubick, United States
8208. Merrick Westman , United States
8209. caitlin gallenstein, United States
8210. Silvia Stephens, United States
8211. Jack Jones, United States
8212. Jacqueline Hochbrueckner, United States
8213. Colby Seigfried, United States
8214. Kevin Sherrell, United States
8215. Jason Manaigre, Canada
8216. Tina Grady, United States
8217. Billy Patton, United States
8218. Thomas Manning, United States
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8219. Than oliver, United States
8220. Michael MacDonald, Canada
8221. Tyler Feakes, Canada
8222. Edwin Warren, United States
8223. Dean Sumida, United States
8224. Chris Holliday, United States
8225. Leonard Pennock, United States
8226. Jeff Schmelzer, United States
8227. Monica  Larkin, United States
8228. Stephanie Readinger , United States
8229. Shaun Nix, United States
8230. David Layton, United States
8231. Johnny Parker, United States
8232. Timothy Freehoffer, United States
8233. Hailey McKinnon, Canada
8234. Eric Falter, United States
8235. Jon Caples, United States
8236. J G, United States
8237. Chad Kassem, United States
8238. Donna Whiteley, United States
8239. jessica poston, United States
8240. James Henry, United States
8241. Lloyd  Hayes, United States
8242. Darren Farewell, Canada
8243. roy nelson, United States
8244. Thomas Anderson, United States
8245. parker terry, United States
8246. claire harrison, United States
8247. Alexander Kincanon, United States
8248. Anthony  Morrone, United States
8249. Julie Martinez Hayes, United States
8250. Rick Hartsuyker, United States
8251. Jason Miclette, United States
8252. Tom Hacker, United States
8253. Ryan  Tanner, United States
8254. Toren Honig, Canada
8255. Cetan whitebull, United States
8256. Jake  Seeger, United States
8257. levy boronkai, Canada
8258. joseph knafou, United States
8259. Bryden Thrasher, United States
8260. Christine  Lamb, United States
8261. Katie Pajestka, United States
8262. matthew tompkins, United States
8263. shiloah  douglas, United States
8264. Richard Holliday, United States
8265. larry boatman, United States
8266. nathaniel barry, United States
8267. Timothy Triana-Davie, United States

8268. pedro franco, Canada
8269. James Thomas, United States
8270. Opal Surritte, United States
8271. chad smith, Canada
8272. derek kater, United States
8273. David Hagan, United States
8274. todd tigano, United States
8275. gary scully, United States
8276. William Fitzgerald, United States
8277. Robert Williams, United States
8278. Jeffery St.Pierre, United States
8279. Zachary  Rojas, United States
8280. Brian McVay, United States
8281. Adam Dunwoodie, United States
8282. John Mac Farlane, United States
8283. Paul Wirth, United States
8284. Myron Furbee, United States
8285. blaine Tisdale, Canada
8286. Andrew Gleason, United States
8287. Kyle Lacy, United States
8288. Hugh Bilow, United States
8289. David West, United States
8290. Ryan Kennedy , United States
8291. Allen Krueger, United States
8292. thomas sherburn, United States
8293. tony carr, United States
8294. Carla Marshall, United States
8295. Patricia Oliver, United States
8296. john muñoz, United States
8297. chad halle, United States
8298. Brandon Bledsoe, United States
8299. Skeeter Ferrill, United States
8300. bec marant, United States
8301. Alex Schmitt, United States
8302. justin story, United States
8303. tim rader, United States
8304. Laura Lee Isom, United States
8305. Tony  Harkins, United States
8306. boy troll, United States
8307. Trent Glute, Canada
8308. Aquil Lahzat, United States
8309. Jake Musgrave, United States
8310. Tina Hall, United States
8311. Ryan Beam, United States
8312. Andrew Cooper, Canada
8313. Daniel Riley, United States
8314. Shane Barnes, United States
8315. keith davis, United States
8316. Ben Clobes, United States
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8317. Scott Lundberg, United States
8318. Nathan  Thompson, United States
8319. jessie stevens, United States
8320. joseph hutton, Australia
8321. Brice Nethers, United States
8322. dana allen, United States
8323. Brandon Washa, United States
8324. lach moore, Australia
8325. James  fejes, United States
8326. Jordan Buck, Canada
8327. Grayson Stewart, United States
8328. Deanna Perez, United States
8329. Aiman Diab, United States
8330. Alexander Buterbaugh, United States
8331. Steven Jackson, United States
8332. sean silva, United States
8333. William Stanczyk, United States
8334. DaraLee Jackson, United States
8335. dustan child, United States
8336. bruce Jackson, United States
8337. bruce Jackson, United States
8338. Lukas Kresge, United States
8339. Yogi Saxena, United States
8340. Kevin Rockitter, United States
8341. Alec Sederes, United States
8342. Kaleb Hagy, United States
8343. Chris H, United States
8344. Bryan Hysell, United States
8345. Travis Sirrine, United States
8346. Ted Heidke, United States
8347. Cathy Noullett, Canada
8348. luke schimp, United States
8349. Bill Green, United States
8350. James Lambert, United States
8351. Brandyn Campbell, Canada
8352. John Mainwaring, United States
8353. Kaleb Hurley, United States
8354. Lance Payne, United States
8355. Jay Portillo, United States
8356. Richard Montgomery , United States
8357. Jason Jarvis, United States
8358. Stevie  Redd, United States
8359. Will Croom, United States
8360. Chase Howe, United States
8361. Austen Harp, United States
8362. nathan noack, United States
8363. elimatier ortiz, United States
8364. Joyce Anderson, United States
8365. chris nattrass, Canada

8366. Jeffery Simpson, United States
8367. William McDonald, United States
8368. Kirk Owen, United States
8369. Nat Smale, United States
8370. lucas kallenbach, United States
8371. Jeremiah Linson, United States
8372. Ben Felton, United States
8373. Andrew Bluss, United States
8374. Michael Kauffman, United States
8375. Rob Zinsmeister, United States
8376. ashlee beason, United States
8377. Chad Cossey, United States
8378. Jarrod Catron, United States
8379. ashley chapman, United States
8380. timothy hecker , United States
8381. Britny Rath, United States
8382. Patrick Kane, United States
8383. alika  cruz, United States
8384. John Giles, United States
8385. Diedrich Wasserbauer, United States
8386. Steven Mansueto, United States
8387. Terrance Colligan, United States
8388. Mike  Speetzen , United States
8389. Ty Salzmann, United States
8390. Richard  Baker , United States
8391. Charles Waite, United States
8392. Mahesh Upadhyay, Canada
8393. Russ Bailey, United States
8394. Shane Trew, United States
8395. Richard Arizola , United States
8396. Kevin Campanella, United States
8397. Earl Douglass, United States
8398. travis kieke, United States
8399. Fintan  Moore, United States
8400. Mark Kondrich, United States
8401. William Kemp, United States
8402. Tracy Johnson, United States
8403. Malxe Yhhsom'aa, United States
8404. justin bunce, Canada
8405. sean mills, United States
8406. Matt Kiley, United States
8407. martin adelle, United States
8408. Sam currie, Canada
8409. Jason peters, United States
8410. Jeff Putnam, United States
8411. Spencer Sigurdson, United States
8412. adrian parvulescu, United States
8413. brandon brunner, United States
8414. Michael Zuna, United States
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8415. Sarah Brisebois, Canada
8416. fat block, United States
8417. Ethan Wesley, United States
8418. Sjon T, United States
8419. michael sieg, United States
8420. Rudy Malusa, United States
8421. Nicholas Braga, United States
8422. Rafael Pagan, United States
8423. Shane  Wunder, United States
8424. Amir Fayyazi, United States
8425. Nasser Khaghani, United States
8426. debrah scanlon, United States
8427. tanner Johnson-Mork, United States
8428. Janet Jerde, United States
8429. Amanda Vrabel, United States
8430. Chris  kohles , United States
8431. charles mcfarland, United States
8432. Robin Etienne, United States
8433. Scott Lilliott, United States
8434. Wade Perkins, United States
8435. James Hardy, United States
8436. Sal Desanto, United States
8437. Monique Cole, Canada
8438. David Rheaume, United States
8439. Chad Lazeski, Canada
8440. Jacob Fisher, United States
8441. nassir alsuwailem, United States
8442. miguel moore, United States
8443. Jeff  Austin, United States
8444. jacob kaiser, United States
8445. Justin Merrill, United States
8446. Brian Moffitt, United States
8447. Jarod  Wilson, United States
8448. Damien Jones, United States
8449. chris hodges, United States
8450. Aaron Wadhams, United States
8451. John Eichenberger, United States
8452. Jeremy Bullis, United States
8453. Iuliana Washington , United States
8454. Zack Neale, Canada
8455. Zach Fuller, United States
8456. chad peterson, United States
8457. Harold Buell, United States
8458. Terri Lambert, United States
8459. Mark Williams, United States
8460. Darek Morris, United States
8461. kyle joppa, United States
8462. dino mosbaugh, United States
8463. David taylor, United States

8464. James Van Wingerden, United States
8465. gil rojas, United States
8466. jesse lavely, United States
8467. Jarrod  Thacker , United States
8468. JAMES CAROON, United States
8469. Ari Lowenthal, United States
8470. Ailen  Fernandez , United States
8471. Jay Soprano, United States
8472. Michael Wilson, United States
8473. Dana Campbell, United States
8474. Ryan Dussex, United States
8475. Kathleen Ray, United States
8476. cody taylor, United States
8477. Scott Occhiuto, United States
8478. hastey armer, United States
8479. Bert Deaton, United States
8480. Jeremy Adams , United States
8481. Eric Winchester, United States
8482. Drew McLeman, United States
8483. Dolores DePooter, United States
8484. brandon ballweg, United States
8485. Spencer Vanderhoof, United States
8486. Victor Patuzzi, United States
8487. Ivan Garcia, United States
8488. Danielle Rickenback, United States
8489. Derek Koupal, United States
8490. Pieter Besselink, Canada
8491. Patrick Pelletier, United States
8492. miles yoshinobu, United States
8493. Dave Felker, Canada
8494. Greg Antonenko, Canada
8495. michael sieg, United States
8496. dave morales, United States
8497. Andy Kitt, Canada
8498. Marty Bollinger, United States
8499. Elmer Lynn, United States
8500. Ethan Castro, United States
8501. Todd Walton, United States
8502. Morgan Bundschuh, Canada
8503. Aaron Kelly, United States
8504. Dana Calloway, United States
8505. Greg Pisciotta, United States
8506. jerel hendley, United States
8507. Kelton Rainbacher, Canada
8508. J Heine, South Africa
8509. Anne Ray, United States
8510. Eric Aguilar, United States
8511. Richard Martin, United States
8512. Kevin Faraon, United States
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8513. Joseph  Moritz , United States
8514. Brian Portelli, United States
8515. David Timothy, United States
8516. Regina Holmes, United States
8517. crystal timothy, United States
8518. stephen corney, United States
8519. Anthony Feldman, United States
8520. Arin Jones, United States
8521. Clinton Hiestand, United States
8522. Chris Cowdell, United States
8523. Sergiy Shemet, UA
8524. b eman, United States
8525. Allen Markes-Lyon, United States
8526. Cameron Stranger, United States
8527. Kyle Richards, United States
8528. Stefan Elfstrom, Sweden
8529. Beth Delsite, United States
8530. jonathan lugo, United States
8531. STEVEN STAFFORD, United States
8532. Shea Rouser, United States
8533. Stevan Vlaovic, United States
8534. Brent C, United States
8535. Jeff Brint, United States
8536. jenee hunt, United States
8537. Kristoffer Mitchell, United States
8538. Darrell Salzman, United States
8539. Dave Crownover, United States
8540. Bryan Simonson, United States
8541. mike breen, United States
8542. Thomas Powell, United States
8543. Bill Choate, United States
8544. Bryan Vaughan, United States
8545. Rob  Brown , Canada
8546. Charles McHargue, United States
8547. Collin Krueger, United States
8548. Steven Thorsen, United States
8549. thomas mckay, United States
8550. Clay Cigich, United States
8551. Daniel Shepard, United States
8552. Branson Mathess, United States
8553. Anthony Benton, United States
8554. Matt davis, United States
8555. Roger Edington, United States
8556. Christopher Sumida, United States
8557. Todd Sutter, United States
8558. Randy Cheung, United States
8559. Nathaniel Taylor, United States
8560. Jackie  Rutledge , United States
8561. Susan Johnson, United States

8562. blair watson, Canada
8563. Bradley Roberts, United States
8564. Joshua Conley, United States
8565. Roque Flores, GU
8566. Brian Martin, United States
8567. Elbert Lemons, United States
8568. William Lylick, Canada
8569. Edwin Decamillo, United States
8570. Anthony Cruz, United States
8571. Chris Waldorf, United States
8572. ryan  shepherd, Canada
8573. robby shelton, United States
8574. Eric Durbiano, United States
8575. Alexandru TIRB, United Kingdom
8576. rick gregg, Canada
8577. Ruurd Bijlsma, Netherlands
8578. Alex Siebert, United States
8579. Dan Vallance, United States
8580. chris daley, United States
8581. Mitchell Crayton, United States
8582. Merle Rabenberg, United States
8583. Kale Locke, United States
8584. Billy Pitcher, United States
8585. Cedric Rigler, United States
8586. Thomas Zarcufsky, United States
8587. Robert Riddle, United States
8588. Ryan Acker, United States
8589. Farzad Mansouri, United States
8590. Eric Partridge, United States
8591. Dustin  Hoover, United States
8592. Tyler Peterson , United States
8593. Edwin Schweizer, United States
8594. steve jones, United States
8595. greg leach, United States
8596. Tom Marchione, United States
8597. Kevin OMalley, United States
8598. nicole Gutierrez , United States
8599. David Rogers, United States
8600. Robert Rivera, United States
8601. cathy cox, United States
8602. Jeffery Webber, United States
8603. Bartholomew  Hauber , United States
8604. bill stankovic, United States
8605. Justin White, United States
8606. Robert Carrick, United States
8607. Josh Gruis, United States
8608. Charles Combs, United States
8609. Jay martin, United States
8610. Dan Paulhamus , United States
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8611. Nathan Knopf, United States
8612. Charles White, United States
8613. jeremy pettit, United States
8614. bryan williams, United States
8615. William Lay, United Kingdom
8616. Wes Richardson, United States
8617. Sean Reed, United States
8618. Nathan picklyk, Canada
8619. Terry Weber, United States
8620. chaz baledge, United States
8621. Michael Campbell, United States
8622. jeff bergman, United States
8623. Travis Behnke, United States
8624. Jeremy Phillippe, United States
8625. michael broadfoot, United States
8626. Joshua Mulford, United States
8627. Jon Senn, United States
8628. Ryley Holden, United States
8629. Jasmine  Schuh, United States
8630. Steven Lea, United States
8631. philip bacon, United States
8632. brian saiers, United States
8633. scott sadowski, United States
8634. Charles Toothman, United States
8635. Jeremy Paule, United States
8636. David Notar, United States
8637. Igor Neumann, United States
8638. Gary Smith, United States
8639. Matt Tebbutt, Canada
8640. Ryan Smith, United States
8641. Nick Malone, United States
8642. Evan Boman, United States
8643. Jim Norton, United States
8644. Jorge Pineda, United States
8645. Shannon Steele, United States
8646. Andrew Nichols, United States
8647. Eric Shafer, United States
8648. Cody Ferguson, United States
8649. Stephen  salum, United States
8650. Morgan Whinery, United States
8651. Greg  Petrey , United States
8652. Mike  Proctor , United States
8653. Jerrod Bennett, United States
8654. Kyler Williamson, United States
8655. Debbi Henson, United States
8656. felicia jonovitch, United States
8657. Mark Stevens, United States
8658. Skylor Wian, United States
8659. John Lawrence, United States

8660. Erica Gurley, United States
8661. Mateusz Skrzyniecki, United States
8662. Chuck DeBlois, United States
8663. Robert Glenn, United States
8664. Cheryl Jones, United States
8665. robert weeks, United States
8666. Karl Hoffman, United States
8667. Warren Beck, United States
8668. Casey Bittner, United States
8669. joshua dixon, United States
8670. Robert Cossette, Canada
8671. Chris Ring, United States
8672. Jeff Larson, United States
8673. Lonnie Benson, United States
8674. Margaret Gonzales, United States
8675. TJ Williamson, United States
8676. Brock Dvorak, United States
8677. Kyle  Thompson, United States
8678. AMY COOK, United States
8679. Mark Scallan, United States
8680. Kelli Warren, United States
8681. dan ollivier, United States
8682. Brandt Munson , United States
8683. Toni Walbridge, United States
8684. John Strong, United States
8685. Tony Laughlin, United States
8686. Holland  Phillips , United States
8687. Thomas F. Downie, United States
8688. Scott Marlin, United States
8689. Bryan Mixson, United States
8690. Patrick Stachofsky, United States
8691. Matt Slaughter, United States
8692. Michael Smith, United States
8693. Timothy Malone, United States
8694. Mary Malone, United States
8695. brayden  harper, United States
8696. Derrek Watkins, United States
8697. eric stone, United States
8698. keven schmidt, United States
8699. Ian Strampher, United States
8700. Kyler Grandlund, United States
8701. Brendan Nilsson, United States
8702. Robert Steele, United States
8703. Daniel Fisher, United States
8704. James Holy, United States
8705. Richard Maner, United States
8706. frank wix, United States
8707. Matthew  Kennicott, United States
8708. Peter Pennings, Canada
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8709. McCormick Jim, United States
8710. Ron Albee, United States
8711. Bryant Evans, United States
8712. clayton kahmeyer, United States
8713. Austin sorrells, United States
8714. Matthew Dahl, United States
8715. Edward Kauflin, United States
8716. Alexander  Cabrera , United States
8717. Casey McAuliff, United States
8718. Reymund  Baluyut, United States
8719. Kaleb  Van Ginkel, United States
8720. Josh Fowler, United States
8721. Ed Rutledge, United States
8722. michael paeltz, United States
8723. Steve Denison, United States
8724. Laurie Butler, United States
8725. MICHELE MAGNER, United States
8726. Hunter McDavid, United States
8727. Katy Fraley, United States
8728. Joel Cohen, United States
8729. Zachary Smith, United States
8730. Jason Harris, United States
8731. chuck deblois, United States
8732. Hayden Thielen, United States
8733. Shane Merrihew, United States
8734. johnny muy, United States
8735. allison weeks, United States
8736. Teal List, United States
8737. Lou Skierski, United States
8738. Kenny Muller, United States
8739. Jennifer Winters, United States
8740. Dennis Schroeder, United States
8741. Michael Abasolo, United States
8742. Jeffrey Stokes, United States
8743. Caerleigh Terasaki, United States
8744. Timothy Rodriguez, United States
8745. Thomas Morse, United States
8746. joshua Cook, United States
8747. John Payne, United States
8748. Deborah  Norton , United States
8749. Mark Hayward, United States
8750. Pablo Mazlumian, United States
8751. Benjamin cook, United States
8752. Nicki Ferguison, United States
8753. Adam Duthie, United States
8754. Oliver Rathlein, United States
8755. nancy k, United States
8756. Shannon Koele, United States
8757. Ashton Thompson, Canada

8758. Matt  Coats , United States
8759. Robert Carter, United States
8760. Ryan Sessions, United States
8761. Ryan Harris, United States
8762. Henry O'Keefe, United States
8763. Peter Shelton, United States
8764. RICHARD JODOIN, United States
8765. Ryan Roberge, Canada
8766. sharon karrels, United States
8767. Michael  De Vuyst , Canada
8768. Robert Miklos, United States
8769. chris williford, United States
8770. Tom B, United States
8771. Jesse Stymiest, Canada
8772. Joshua crapse, United States
8773. Gavin Hanover, United States
8774. devin absher, United States
8775. Craig Wedge, United States
8776. Jason Brown, United States
8777. Dustin Lundmark, United States
8778. Phillip Reece, United States
8779. Janet Barcus, United States
8780. Diesel Specialists, United States
8781. Loren Njos, United States
8782. Thomas Luckart, United States
8783. Jordenlee Thayer, United States
8784. Colten Njos, United States
8785. Barbara Angove, United States
8786. Gary Daniels, United States
8787. Edward Miller, United States
8788. Craig Schmidt, United States
8789. Trent Hall, United States
8790. Alex Lindeland, United States
8791. Justin Reigle, United States
8792. Steven schultz, United States
8793. Brert Passmore, United States
8794. Preston  Robertson , United States
8795. Keith Goff, United States
8796. Bailey  Njos, United States
8797. Justice Njos, United States
8798. Kirk Schrader, United States
8799. Trevor Butler, United States
8800. Wendy Njos, United States
8801. Garrett Lohse, United States
8802. Austin Jenson, United States
8803. Chuck Komprood, United States
8804. Chris Van Why, United States
8805. Jay MacNamee, United States
8806. Nicholas Tomaszewski, United States
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8807. Travis Riopka, Canada
8808. Carlos  Pena, United States
8809. Dan Fox, United States
8810. brian carter, United States
8811. Simon holliday, United States
8812. CRAIG LA BELLE, United States
8813. charles salvatore, United States
8814. Justin Lavoie, Canada
8815. Mario  Polanco, United States
8816. matthew McAllister  , Canada
8817. Sean Elliott, United States
8818. Alex Wieder, United States
8819. Matt Brown, United States
8820. John Benton, United States
8821. Boddie Knight, United States
8822. Joseph C Pianta, United States
8823. Ryan Josephson, United States
8824. Ray Grams, United States
8825. casey miser, United States
8826. Jeff Gibilisc, United States
8827. Dave Barcus, United States
8828. Joshua Tolliver, United States
8829. John Guzobad, United States
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9592. Laurel Dasher, United States
9593. jim corrigan, United States
9594. Xandon Johnson, United States
9595. Jason gaboury, United States
9596. brad buccambuso, United States
9597. garrett gladue, United States
9598. shaun Ottoni-Mayer, Canada
9599. Chris Gorud, United States
9600. Nate Harrison, United States
9601. Jacob Tucker, United States
9602. Lukasz Janik, United States
9603. Greg Wege, United States
9604. Richard Scott, United States
9605. derek  chambers, United States
9606. Kimberlee  Leidich, United States
9607. BRAD HOLCOMB, United States
9608. Warren  Huffman , Canada
9609. Andrew Opolski , United States
9610. Donnie Collins, United States
9611. Mike Buonomo, United States
9612. Ariel Shnitzer, United States
9613. Tony Jackson, United States
9614. michael denton, United Kingdom
9615. Steven Whittington, United States
9616. David Werner, United States
9617. daniel jillett, United States
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9619. Randy Loar, United States
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9622. Justin Clark, United States
9623. Roger  Weeks, United Kingdom
9624. Elie Ferguson, United States
9625. Elizabeth Milligan, United States
9626. Denny Millar, United States
9627. david pardue, United States
9628. Gabriel Borscheid, United States
9629. daniel webster, United States
9630. DANNY VAUGHN, United States
9631. Eric Cicalese, United States
9632. Kaylah Vila, United States
9633. Alejandro Vila, United States
9634. Tracy Pardue, United States
9635. Jean Joyce, United States
9636. Sara Baggerly, United States
9637. Raj Subbu, United States
9638. Neil Commenator, United States
9639. cesar moreno, United States

9640. james brogdon , United States
9641. derek rasmussen, United States
9642. hector rosario, United States
9643. Stuart Edwards, France
9644. Gary Starner, United States
9645. clint mitchell, United States
9646. Conrad Edwards jr, United States
9647. Glenn Powers, United States
9648. Clint Requa, United States
9649. Clayton Ward, United States
9650. Jay Groh, United States
9651. Wes Gamble, United States
9652. Peter  Harrington , United States
9653. Leslie  Nirdlinger, United States
9654. john steller, United States
9655. Brent Coleman, United States
9656. joshua  mckinney, United States
9657. Thomas Ketenbrink, United States
9658. Ronald Powell, United States
9659. Harold Wood, United States
9660. Skylar Johnson, United States
9661. Kathleen Cohron, United States
9662. Kaylah Baggerly, United States
9663. Les Shelton, United States
9664. Matthew Kruge, United States
9665. Derek Moudry, United States
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9667. John Carr, United States
9668. Beau Helton, United States
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9670. Chad Olivieri, United States
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9673. Kim Hensley, United States
9674. Spencer Boland, United States
9675. Rob Gilbert, United States
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9677. JP White, United States
9678. Otmar Ebenhoech, United States
9679. Raphael Jaffey, United States
9680. Hank Stanke, United States
9681. Timothy Byrnes, United States
9682. jeffrey busch, United States
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9685. Steve Hill, United States
9686. Casey Hatcher, United States
9687. jon stratton, United States
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9690. John Allison, United States
9691. Collin Kidder, United States
9692. Roland Ingle, United States
9693. Tracy Clark, United States
9694. Edward Brown, United States
9695. tyler thomas, United States
9696. Seth Boucher, United States
9697. Stefan Meyer, Switzerland
9698. Zubin Menon, United States
9699. Neil Larson, United States
9700. Eray Erman, United States
9701. Lisa Albrecht, United States
9702. Laura Mullenax, United States
9703. Michael Giaramito, United States
9704. James  Furth, United States
9705. James  Furth, United States
9706. Bradley Lindberg, United States
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9709. Matthew Johnston, United States
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9713. paul loar, United States
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9726. jason miller, United States
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9730. Fredrick Merritt, United States
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9777. Felix Kruhøffer, Denmark
9778. Oscar Alfaro, United States
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9783. Kimo Lee, United States
9784. Ramon Adoni, United States
9785. Erik Powers, United States
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100



9787. Kim Kittle, United States
9788. mark light, United States
9789. Craig Brantley, United States
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9888. mike sogno, United States
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9916. James Marshall, United States
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9929. lawrence caragnano, United States
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9940. paul gore, United States
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9947. Virginia Getzfred, United States
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9949. Frank Brochu, United States
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9960. kristy quillen, United States
9961. J Pruitt, United States
9962. Tyler Bell, United States
9963. William Quinn, United States
9964. Robert Riggs, United States
9965. John Butera, United States
9966. Will Foss, United States
9967. John Franco, United States
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9969. thomas dimond, United States
9970. Fred Gonzales, United States
9971. Peter Thorsett, United States
9972. Margarito Alcantar, United States
9973. Gary Southerly, United States
9974. Raymond Storla, United States
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9976. Kenerick Brown, United States
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9979. Ulf Wittblad, Netherlands
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9983. Mario Messina, United States
9984. Nate Weiner, United States
9985. Gerald Thompson Jr., United States
9986. Scott Schwager, United States
9987. lauri tsili, Finland
9988. ARRON VASSEL, United States
9989. Jim Shipley, United States
9990. James Goodkind, United States
9991. Jeff Turco, United States
9992. Frank Ermeti, United States
9993. Pedro Caballer, United States
9994. Greg P, United States
9995. Mike O, United States
9996. Tommy Molnar, United States
9997. Dave Burroughs, United States
9998. John Doe, United States
9999. Kent Warnick, United States
10000. gt perez, United States
10001. Lee Manning, United States
10002. Cody Show, United States
10003. Stuart Baker, United States
10004. matt phillips, United States
10005. Matt Coss, United States
10006. Preston Miller, United States
10007. Timothy Will, United States
10008. Bruce Jackson, United States
10009. Josh Stamper, United States
10010. Evan Rapp, United States
10011. Wayne Falls, United States
10012. Robert Cooley, United States
10013. Chuck Vedra, United States
10014. Robert McPherson, United States
10015. Kenneth Soch, United States
10016. William Daman, United States
10017. Chris Kong, United States
10018. Robert Fauci, United States
10019. Joe Panciarello, United States
10020. Barry Brooks, United States
10021. Dan McClure, United States
10022. Adam LaFever, United States
10023. Ryan Simoneau, United States
10024. Aaron Rushing, United States
10025. Jake Weaver, United States
10026. daniel solberg, United States
10027. Jim Tetterton, United States
10028. Greg  Powe, United States
10029. Anonymous US, United States
10030. Jonathan Greenberg, United States
10031. Tracy English, United States

10032. Agnieszka Kotula, Poland
10033. Brian Zick, United States
10034. Christopher Massey, United States
10035. Kristopher Cummings, United States
10036. Justan Brandt, United States
10037. Don Coleman, United States
10038. Edward Wilhite, United States
10039. Steffen Lindner, Germany
10040. Steve Schmidt, United States
10041. ted Schram, United States
10042. Jasmine Friedrich, United States
10043. Thomas Schmitz, United States
10044. Alicia Alonzo, United States
10045. Joe Parker, United States
10046. Glen Hein, United States
10047. Richard Fox, United States
10048. Craig Peterson, United States
10049. Mike Moriarty, United States
10050. Nicholas Grayson, United States
10051. Matthew Walker, United States
10052. Kelvin Wallin, United States
10053. Jonathan Behrens, United States
10054. John Cox, United States
10055. Joe Pacheco, United States
10056. aaron lamb, United States
10057. Tim Marsh, United States
10058. John Dorton, United States
10059. Troy Lanphier, United States
10060. John ward, United States
10061. David Land, United States
10062. Dan Vander Ploeg, United States
10063. Joe Sevigny, United States
10064. Charles Clancy, United States
10065. Paul perez, United States
10066. Paul perez, United States
10067. Brendan Burke, United States
10068. jan nebozenko, United States
10069. Brett Shouse, United States
10070. Mike Tilkian, United States
10071. Mike Tilkian, United States
10072. Peter Leidesdorff, Denmark
10073. Anthony Oliveri, United States
10074. Daði Jónsson, IS
10075. Jennifer Aleshire, United States
10076. David Stimmell, United States
10077. Victor Estaba, United States
10078. Tyler Murset, United States
10079. maranda lopez, United States
10080. Thomas Embich Jr, United States
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10081. Matthew Lange, United States
10082. Justin Showalter, United States
10083. John Carto, Canada
10084. Darius Rad, United States
10085. Sarina  allen , United States
10086. Edward  Rapa, United States
10087. john carpenter, United States
10088. Robert Lazzarini, United States
10089. Jay Marcus, United States
10090. Russ Buker Jr, United States
10091. Ashley Ghoorbin, United Kingdom
10092. michael floden, United States
10093. Amaury Rod, United States
10094. Erik Whiteside, United States
10095. JONATHAN BEACH, United States
10096. Joseph Fitzpatrick, United States
10097. James Cottrell, United States
10098. Bethany Whitesell, United States
10099. Anthony Wilkie, United States
10100. Brian Mancuso, United States
10101. Isaac Rose, United States
10102. Joe Papp, United States
10103. Neil Burrows, United Kingdom
10104. Don Wood, United States
10105. John Colagioia, United States
10106. William Watts, United States
10107. Josh Gray, United States
10108. Aaron  Rico, United States
10109. Art Brown, United States
10110. Andrew Hoernschemeyer, United States
10111. Patrick Ramsey, United States
10112. James Patrick, United States
10113. Travis Walston, United States
10114. will foley, United States
10115. Gary Cohn, United States
10116. angela desmond, United States
10117. patricia eves, United States
10118. Troy Guffey, United States
10119. Alton Blair, United States
10120. Jared Shales, United States
10121. Kenneth Hayes, United States
10122. Ian Robbins, United States
10123. Frank McBride, United States
10124. John McCabe, United States
10125. James  Gates, United States
10126. Kenneth Greuter, United States
10127. Kevin Garren, United States
10128. L Kasst, Ireland
10129. William Cooper, United States

10130. Steve Haes, United States
10131. Robyn Burrows, United Kingdom
10132. Glenn Ellingson, United States
10133. scott  bell, United States
10134. jeffrey douglas, Canada
10135. Karl Rove, United States
10136. Patrick Le Floch, United States
10137. Todd Perry, United States
10138. Alexander Padillas, United States
10139. Ed Banley, United States
10140. Leonard Hobbs, United States
10141. Dale Laue, United States
10142. Simo Novkovic, United States
10143. Stephen  Walker , United States
10144. Michael Ehrman, United States
10145. ALEXANDER HOUSEAL, United States
10146. james  bell, United States
10147. Randy  Horst, United States
10148. Michael Buehler, United States
10149. Robert Cunningham, United States
10150. Michael Riskin, United States
10151. Erich Werner, United States
10152. Derek Butterworth, Australia
10153. Stephen Baker, United States
10154. Deserea Lindsay, United States
10155. Dan  Petrich, United States
10156. Lew Wallace, United States
10157. Rick Homer, United States
10158. David Ainslie, United States
10159. Charlotte Thomas, United States
10160. Darren Peters, United Kingdom
10161. Theodora Kerry, United States
10162. Steve Tamanaha, United States
10163. Marti Sullivan, United States
10164. pollo rey, United States
10165. Mike Agrippe, United States
10166. Derek Swaldo, United States
10167. Scott Whitenack, United States
10168. MIGUEL LEZAMA, United States
10169. John Finnell, United States
10170. louvin rivard, Canada
10171. gregor Fundaro, United States
10172. Jasper Sauve, United States
10173. George Moses, United States
10174. ben emanuelson, United States
10175. Kirk Tirakian, United States
10176. Anna Aldredge, United States
10177. Alan Larkin, United States
10178. Cody Gearheart, United States
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10179. Adam Frye, United States
10180. Mark McCormick, United States
10181. Brian Kardell, United States
10182. jesse  hogan, United States
10183. Jerry Harp, United States
10184. Arturo Angulo, United States
10185. Jeff Cormier, United States
10186. Sean Ongley, United States
10187. David Aidnik, United States
10188. Alberto Donado, United States
10189. Michael Boswell, United States
10190. David Thompson , United States
10191. Terri Groth, United States
10192. Dwayne Baynard, United States
10193. ROGER DOWDY, United States
10194. Brandon Crick, United States
10195. andy boswell, United States
10196. Gregg Bremer, United States
10197. John Jones, United States
10198. Victor Banuelos, United States
10199. Mike Greco, United States
10200. Dena James, United States
10201. Dean ziad, United States
10202. ronald burns, United States
10203. Mike Yates, United States
10204. joseph white , United States
10205. Barry Baney, United States
10206. Kendrick Melville, United States
10207. Jacob Bryan, United States
10208. David Wise, United States
10209. Jenny Hohmann , United States
10210. Jenny Hohmann , United States
10211. Neil Hess, United States
10212. Michael Howell, United States
10213. Mike Riippa, United States
10214. Steven Wilson, United States
10215. Jeff Byerly, United States
10216. Francis X Gentile, United States
10217. Noah Commenator, United States
10218. Kenneth  Monda, United States
10219. Nikolas Mika, United States
10220. Nhan Nguyen, United States
10221. CrazyThunder 
catcrazythunder@yahoo.com, United States
10222. Samuel  Di Gangi , United States
10223. Carlo Pentimalli , United States
10224. Dominic Lydon, United States
10225. Stephen  Murphy , United States
10226. Jonas Allen , United States

10227. David Stuebner, United States
10228. Richard Sweeten, United States
10229. Gary Peacock, United States
10230. Hakan Carlsson, United States
10231. Evelyn Talmadge, United States
10232. Brandon Engel, United States
10233. Morin smquebec@hotmail.com, United 
States
10234. Carlos Matos, United States
10235. Cecil Moss, United States
10236. Frank Witt, United States
10237. tabitha messer, United States
10238. Scott Mauer, United States
10239. mark hobdell, United States
10240. David  Halloran , United Kingdom
10241. Tren Watkins, United States
10242. Barbara Lothian, United States
10243. David Nelson, United States
10244. John Liles, United States
10245. Gordon Gekko, United States
10246. Jameson Ahern, United States
10247. Mark Kikuchi, United States
10248. John V Sessums III, United States
10249. Damien  Rubanick, United States
10250. Thomas Hullin, United States
10251. Chris Blood, United States
10252. Brian Ordway, United States
10253. Jordan LaVigne, United States
10254. Ryan Maple, United States
10255. William Jennings, United States
10256. Mark Clark, United States
10257. Mark Welch, United States
10258. cody schattenkerk, United States
10259. brandi schattenkerk, United States
10260. christopher bex, United States
10261. christopher bex, United States
10262. Mark Chester, United States
10263. David Geye, United States
10264. angie hutchings, United States
10265. Audrey  Stalder , United States
10266. Joseph Hee, United States
10267. Steven Fernandez, United States
10268. Lachlan Mcgilvray, United States
10269. Jueri Svjagintsev, United States
10270. Gary Beets, United States
10271. Kyra  EFF Troyan, United States
10272. Jay Sention, United States
10273. Dante Pleines, United States
10274. David Hall, United States
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10275. Mike O'Malley, United States
10276. Cynthia Nguyen, United States
10277. Breckon Hutchison, United States
10278. bart bogle, United States
10279. Quinn North, United States
10280. Tyler Mendenhall, United States
10281. Ty Bacik, United States
10282. JOn Pinieri, United States
10283. Michael Curtis, United States
10284. Patrick OBrien, United States
10285. MARIO Garcia , United States
10286. Jason Torbet, United States
10287. Michael Rock, United States
10288. Johnathon Eppley, United States
10289. Lisa Dombroski, United States
10290. Jason Hile, United States
10291. John Mitchell, United States
10292. Virgil Grillone, United States
10293. Tony Johnston, United States
10294. Mark Strizalkouski, United States
10295. Sterling Caudill, United States
10296. Clifford Laubstein, United States
10297. Amy Murphy, United States
10298. Troy Bertran, United States
10299. nick simpson, United States
10300. David West, United States
10301. chris sahley, United States
10302. jesse  hogan, United States
10303. john jackson, United States
10304. Todd Staples, United States
10305. Bret Flemmons, United States
10306. James Johnson, United States
10307. Kenneth Franckowiak, United States
10308. Sam Creasey, United States
10309. Darrell Morrill, United States
10310. Malcolm Bastron, United States
10311. Royce Wood, United States
10312. Priscilla Lee, United States
10313. patrick sippel, United States
10314. Scott Poit, United States
10315. Tom Porupski, United States
10316. Dan j, United States
10317. Krishna Manohar, United States
10318. Jared Breland, United States
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